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We consider the verification of input-relational properties defined over deep neural networks (DNNs) such
as robustness against universal adversarial perturbations, monotonicity, etc. Precise verification of these
properties requires reasoning about multiple executions of the same DNN. We introduce a novel concept of
difference tracking to compute the difference between the outputs of two executions of the same DNN at
all layers. We design a new abstract domain, DiffPoly for efficient difference tracking that can scale large
DNNs. DiffPoly is equipped with custom abstract transformers for common activation functions (ReLU, Tanh,
Sigmoid, etc.) and affine layers and can create precise linear cross-execution constraints. We implement an
input-relational verifier for DNNs called RaVeN which uses DiffPoly and linear program formulations to
handle a wide range of input-relational properties. Our experimental results on challenging benchmarks
show that by leveraging precise linear constraints defined over multiple executions of the DNN, RaVeN gains
substantial precision over baselines on a wide range of datasets, networks, and input-relational properties.
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1 INTRODUCTION

Deep neural networks (DNNs) have become more powerful and widespread over the past few years
and have now penetrated almost all fields and application areas including safety-critical domains
such as autonomous driving [10] or medical diagnosis [2], etc. Especially in these domains, the
decisions generated from these DNNs are important and mistakes can have grave consequences.
However, it can be hard to reason about DNNs as they are constructed in a black-box manner and
have highly nonlinear behavior. As such, although the machine learning community has made
great strides towards discovering and defending against DNN vulnerabilities [33, 50, 54, 60, 72, 84],
these methods cannot guarantee safety. As a result, there has been a lot of work on verifying the
safety properties of DNNs [3, 4, 6, 13, 14, 22, 32, 38, 39, 43, 56-58, 67, 68, 70, 75, 76, 82, 83, 86, 87, 89].
Despite this progress, existing DNN verification techniques can be imprecise for input-relational
properties that arise in many practical scenarios. For example, most existing works mentioned
above focus on verifying the absence of an adversarial attack (imperceptible perturbations added
to an input) around a local neighborhood of test inputs. Recent work [46] has shown that attacks
against individual inputs can be unrealistic as they rely on the attacker having perfect knowledge
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of the inputs processed by the DNN and being able to create perturbations specialized for that

input. Indeed, many practical attack scenarios [46, 47, 49] involve constructing universal adversarial

perturbations (UAPs) [54] that can work against a set of inputs. Other interesting input-relational
properties that have become popular in recent years include monotonicity [74], and fairness

[40]. Efficient verification of input-relational properties requires reasoning about the relationship

between multiple executions of the same DNN. Existing verifiers lack these capabilities and as a

result, are not precise. For the remainder of this paper, relational will refer to input-relational.

This Work. In this work, we propose a framework for verifying the relational properties of DNNs

- RaVeN (Relational Verifier of Neural Networks). To the best of our knowledge, RaVeN is the first

framework to verify a broad range of relational properties defined over multiple executions of the

same DNN. Next, we detail the key technical contributions that allow RaVeN to verify relational
properties that state-of-the-art verifiers [68, 69, 88] cannot.

Main Contributions. Our main contributions are:

o A new abstract domain, DiffPoly with custom abstract transforms for affine and activation (ReLU,
Sigmoid, Tanh, etc.) layers allowing us to efficiently compute precise lower and upper bounds of
the difference between the outputs of a pair of DNN executions at each layer.

o A verification framework, RaVeN, which leverages the DiffPoly analysis to compute precise
layerwise linear constraints over outputs from different executions of the DNN. These cross-
execution linear constraints allow us to capture linear dependencies between the outputs of
different DNN executions at each layer, making RaVeN more precise than existing state-of-the-
art verifiers [68, 69, 88] which do not track linear dependencies at all layers. We use the linear
constraints from DiffPoly analysis to formulate a mixed-integer linear program (MILP) (Section 4).
We formally prove the soundness of RaVeN in Section 4.7.

e A complete implementation of RaVeN, including DiffPoly and MILP formulations capable of
handling diverse relational properties defined over the same DNNs with the popular feedforward
architectures and common activation functions like ReLU, Sigmoid, Tanh, etc.

e An extensive evaluation of RaVeN on a range of popular datasets, challenging fully-connected
and convolutional networks, and diverse relational properties (e.g., UAP verification, mono-
tonicity). Our results demonstrate that RaVeN achieves notably higher precision compared to
prior approaches and can verify relational properties that are beyond the capabilities of current
state-of-the-art verifiers (Section 5).

Our research can serve as a foundation for advancing relational verification in DNNs. Notably, our

results indicate that DNNs exhibit improved provable robustness against universal attacks (UAPs),

which are more realistic, compared to individual attacks. Recent studies [49, 85] demonstrate
that defending against UAPs enhances accuracy and empirical robustness more effectively than
defending against individual attacks [50]. In the future, integrating RaVeN into the training loop

[52, 55, 90] can lead to DNNs with superior accuracy and provable robustness against UAPs. The

supplementary materials' and code? are publicly available.

2 BACKGROUND

In this section, we present the essential background and notation used in this paper. Throughout
the subsequent sections, lowercase letters (a, b, etc.) denote scalars, while uppercase letters (A, B,
etc.) and the over barred lowercase letters (g, b, etc.) represent vectors and matrices.

Neural Networks: We primarily focus on feed-forward neural networks. However, since we
use linear bound propagation techniques, similar to [86], our method can be extended to other

IThe latest version of the paper with appendix can be found at https://focallab.org/files/raven.pdf
2The code for RaVeN can be found at https://github.com/uiuc-focal-lab/RaVeN.
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architectures that can be expressed as DAGs (directed acyclic graphs). We use "DNN" to refer
specifically to feed-forward neural networks. These DNNs, denoted as N : R™ — R™, are composed
of | sequential layers Ny, ..., Nj, where each N; : R"-' — R™ is a function. Each layer N; applies
either an affine function (convolution or linear function) or a non-linear activation function, such
as ReLU, Sigmoid, or Tanh. Affine layers, represented as N; : R"' — R™, are defined by
Ni(x) = A; - X + B;, where A; is the weight matrix, and B; is the bias vector.

2.1 Relational Verification of DNN

For a network N : R™ — R™ and a relational property defined over DNN inferences on k inputs,
the input specification ® : R"** — {true, false} is a boolean predicate. It encodes the input region
®, C R™*k encompassing all potential inputs corresponding to each of the k DNN inferences. For
any X € RMoxk satisfying @, X = (Xj, ..., Xk) is a tuple of k points where Vi € [k].X; € R™ and X;
is the input of the i-th DNN inference. Common DNN relational properties e.g. UAP verification
[88], monotonicity [74], etc. can be encoded as the conjunction of k individual input specifications

I R™ — {true, false} and cross-execution input specification ®° : R™*K — {true, false}.
Each ¢! : R™ — {true, false} defines the input region ¢} C R™ for i-th execution. Meanwhile,
@9 captures relationships between inputs used in distinct executions. Commonly ®° bounds the
difference between any pair of inputs X;, X; € R™ used in different executions such as L;; <
Xi — X; < U;; where L; ;,U; ; € R™ are constant real vectors. Individual input regions ¢! are in
general L, regions [16] i.e. all X; € R™ such that ||X; — X[l < € around a concrete point X; € R"
with € € R*. For any pair of inputs X;, X; € R"™, the cross-execution input specification between
them ¢fj are given by - g{)fj(X,-,Xj) = (Lij < X; — Xj) A (X; — X; < Uy;). The output specification
for relational properties is a boolean predicate ¥ : R"** — {true, false} defined over the outputs
of all k DNN inferences. In this work, we consider output specifications ¥ that can be expressed as
a logical formula in CNF (conjunctive normal form) with m clauses where each clause ¥/; is of the
form below C; j » € R"™:

n k
Yi(Y1,....Y) = \/ lﬁi’j(yl, ..., Yr) where ‘//i,j(Yls LY = (Z Cij:j,i’ Yy > 0)

j=1 =1

Definition 2.1 (DNN Relational Verification Problem). The relational verification problem for
aDNN N : R™ — R™, an input specification ® : R™*K — {true, false} and an output spec-
ification ¥ : RM*k {true, false} is to prove whether VXy,..., X € R™.O(Xy,..., X)) =
Y(N(Xj),...N(Xk)) or provide a counterexample otherwise.

2.2 Interesting Relational Properties of DNNs

UAP Verification. UAP verification problem verifies whether there exists a single perturbation that
can be added to kK DNN inputs to make it misclassify all of them. The UAP verification problem is
fundamentally different from the commonly considered local Ls, robustness verification where the
adversary can perturb each input independently. However, as shown in recent studies [46, 47, 49]
generating input-specific adversarial perturbation is unrealistic, and practical attacks require
finding adversarial perturbation that works for a set of inputs instead of a single input. These works
suggest that considering robustness against input-specific adversarial attacks is too conservative
and presents a pessimistic view of practical DNN robustness. Since the adversarial perturbation
is common across a set of inputs, the UAP verification problem requires a relational verifier that
can exploit the dependency between perturbed inputs. We provide the input specification ® and
the output specification ¥ of the UAP verification problem in Appendix 8.3. We describe another
variation of UAP: targeted UAP in Appendix 8.4.
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Worst-case UAP Accuracy. In general, for a given N, finding an adversarial perturbation that
works for all inputs in a set is hard. However, an adversarial perturbation affecting a significant
proportion of inputs also poses a threat to the DNN. Hence, most of the existing works compute
the worst-case accuracy [88] of the DNN on an input set in the presence of a UAP adversary. The
formal definition of worst-case UAP accuracy is as follows.

Definition 2.2 (Worst-case UAP Accuracy). Given a DNN N, a set of inputs I = {Xj,..., Xk},
target outputs O = {1, ..., Y} and perturbation norm bound e € R the worst case UAP of N is
a* = 1/kminjy|.<e 2?:1 (N(X; +V) =Y;) where V is the added perturbation.

Monotonicity Verification. Recent works have shown that local monotonicity of DNNs is in-
teresting and verification for monotonic properties is desirable [21, 61]. This property asserts a
monotonic relationship between an input feature and the output. For instance, in predicting housing
prices, a monotonic property could stipulate that a house with more rooms is consistently more
expensive than a house with fewer rooms. We encode monotonicity as a relational property over a
pair of DNN executions in Appendix 8.6.

Hamming Distance. The Hamming distance between two strings is the number of substitutions
needed to turn one string into the other [36]. Given a binary string (a list of images of binary digits),
we want to formally verify the worst-case bounds on the hamming distance between the original
binary string and classified binary string where each image of the binary digits can be perturbed by
a common perturbation (formal definition in Appendix 8.5). Hamming Distance serves as a valuable
metric for tasks involving input string processing [62], like text comprehension or CAPTCHA
solving.

Further Relational Verification Problems. Other than the properties described above, another
interesting DNN property is fairness verification [40]. In fairness verification, we want to show
a change in a sensitive feature does not change the output (i.e. the model is fair and unbiased
towards that feature). We can encode the problem similarly to the monotonicity verification problem
presented in the paper and verify it using RaVeN.

3 OVERVIEW

Fig. 1 illustrates the high-level idea behind the workings of RaVeN. It takes, as input, the DNN N
and a relational property (@, ¥) defined over k inferences of N. RaVeN computes a product DNN
with k copies (one for each inference) of network N and runs existing DNN abstract interpreters
[68, 69, 87] on each copy of N to obtain concrete lower and upper bounds of each variable in the
product DNN. However, the existing abstract interpreters analyze each DNN execution in isolation
and as a result, fail to preserve the dependencies between outputs of different DNN executions. One
of our key contributions is the design of a new abstract domain DiffPoly that can efficiently compute
precise lower and upper bounds on differences between the outputs of a neuron corresponding to
two DNN executions. While DiffPoly can be extended to track bounds on any linear combination of
the layerwise outputs of any kK DNN executions (Appendix 14.5), we specifically focus on a pair of
executions and track differences, not alternatives (e.g., sum), between them. This choice is motivated
by the fact that for existing DNN relational properties (UAP verification, monotonicity, etc.), the
difference between inputs used in multiple executions is bounded. Therefore, we naturally opt
to track differences between the DNN’s outputs across multiple executions at subsequent hidden
layers and the output layer. RaVeN combines the analysis of existing abstract interpreters on the
product DNN and DiffPoly analysis on all (];) pair of executions to infer linear constraints over the
outputs of all k executions at each layer. The linear constraints computed by RaVeN capture the
dependencies between different DNN executions at each layer making RaVeN more precise than
the state-of-the-art relational verifier [88] that only tracks dependencies at the input layer but not
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Ny Product DNN and DiffPoly Executer
@ Existing Abstract Interpreters for Product DNNs
In Spec. [la, v, 1, up)
N, N
Relational g % I min(Y (a; - o)+
Verification Problem Sbi-z)+e) St
(UAP Robustness, . yi€lzeR

Monotonicity, etc.)

g% L = MILP Solver
oy 3

Problem [, %2, X € 02, 500, 502, AR, AR
Parameters DiffPoly Abstraction for Pairwise Difference

MILP Encoding of Postcondition (¥)
Out Spec. ¥

RaVeN Backend

Fig. 1. The overview of the proposed sound and incomplete RaVeN verifier. Given a network N and a
relational property (@, ¥) relating k DNN inferences we show the flow of RaVeN along with the key steps -
(i) constructing the product DNN by duplicating N k times and analyzing the product DNN with an existing
DNN abstract interpreter, (ii) computing pairwise differences of outputs of all k inferences at each layer
with DiffPoly analysis that uses concrete lower and upper bounds of each variable in the product DNN,
(iii) combining DiffPoly analysis and product DNN analysis with an existing DNN abstract interpreter to
infer layerwise linear constraints over outputs of all k DNN executions that preserves dependencies between
different DNN executions, (iv) encoding the postcondition as a MILP objective and formulate MILP with
layerwise linear constraints computed in step (iii). Finally, we use an off-the-shelf MILP solver [35] to verify
the relational property by solving the corresponding MILP.

at the hidden layers and loses precision as a result. At the final layer of N, we encode the output
specification ¥ as a set of mixed-integer linear programming (MILP) constraints over the outputs
of all k executions. We use integer variables only to encode the output specification ¥ to limit the
number of integer variables in the MILP formulation and subsequently avoid exponential blowup
in MILP optimization time. Next, we show the workings of RaVeN with an illustrative example.

3.1 Illustrative Example

3.1.1  Network. For this example, we consider the network, N, with three layers: two affine
layers and one ReLU layer with two neurons each (Fig. 2). The weights on the edges represent
the coefficients of the weight matrix used by the affine transformations applied at each layer and
the learned bias for each neuron is shown above or below it. N, can be viewed as a loop-free
straight-line program composed of a sequence of assignment statements - ReLU assignments x; «—
max (0, x;) and affine assignments x; < v + Z?zl wj-xjwherev e Rand W = [wy,.. ., wy]T e R™
In the example, N, is a program with 12 variables: 2 input variables - {iy, i>}, two output variables -
{01, 02}, 8 intermediate variables {xy, ..., xs} and a sequence assignment statements shown below:

X1 < Iy X3 ¢ X1 — X2 X5 ¢ maX(O,X3) X7 ¢ X5 — Xg 01 < X7

(1)

Xo e— Iy Xg4¢ —2-Xx1+x3 X¢ < max(0,X4) Xg ¢ —X5+X5 03 < X3

3.1.2 Relational Property. We verify the UAP verification problem described in Section 2.2 on
N,x where the relational property is defined over 2 separate executions of N,,. Here the input
specification VX1, X, € R%.®(X}, Xz) is defined as follows where X =14, 11]7, X5 = [11, 14]7,
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and € = 6.
(X1, Xz) = (IX1 = X{llw <) A (IX2 = X5 llo S €) A (X1 =X = X{ = X5) ()

In UAP verification, an adversary can select to attack the DNN with any perturbation § such that
I6]lc < € but the same perturbation § must be applied to both inputs - X7, X;. Therefore the two
executions are related and tracking this relationship improves precision. In contrast, in the common
local robustness problem, an adversary can choose different perturbations for the two inputs and
therefore the two executions are unrelated and can be verified independently. Any input X; € R?
inside the Lo, ball defined by ||X; —X] || < € is not misclassified if (Nex (X7) = [o1, 02]T)A (01 -0y >
0) holds. Conversely, any input X, € R? lying inside the Lo, ball - || X, —X; || < € is not misclassified
if (Nex(X2) = [01,02]T) A (03 — 07 > 0) holds. We want to formally verify that there does not
exist an adversarial perturbation § € R? with |||/ < € such that both the inferences on inputs
X = X{ + 6 and X, = X, + § produces incorrect classification results. In this case, the output
specification ¥ can be encoded such that V8 € R? and ||§]| < € the network N,y correctly classifies
at least one of the two perturbed inputs X; = XJ +§ and X, = XJ + 6.

\I/(Nex(Xl)sNex(XZ)) = (C{Nex(Xl) > O)V(CgNex(XZ) > O) Where Cl = [1’ _l]T A CZ = [_1’ 1]T

Input Layer Hidden Layers Output Layer

max (0, z3)

Fig. 2. Representation of Negx used in the illustrative example

3.1.3  Product DNN Construction & Analysis. The input specification ® (Eq. 2) relates two DNN
executions on inputs from two input regions ¢;, #? (not necessarily disjoint) defined by VX; €
R2|IX; — X[l < € and VX € R2||X; — Xl < € respectively. So we construct the product DNN
with two separate copies of the DNN - N and N2, where N/, and N?, track execution of N
on inputs from ¢; and ¢? respectively. The product DNN construction involves maintaining two
separate copies of all 12 variables and all 10 assignment statements used in N,. In the product DNN,
for each network Ngx where j € {1, 2}, we rename input variables as {i{, ig}, output variables as
{o{ , og} and intermediate variables as {x{ yeens xg }. NL. and N2, can be analyzed with any existing
complete [24, 39] or incomplete DNN verifiers [69, 87]. However, for scalability, we use sound but
incomplete abstract interpretation-based DNN verification techniques. We use the existing DeepZ
[68] abstract interpreter to compute an overapproximated range of the possible values of each
variable in N, and NZ. w.r.t. input regions ¢! and ¢? respectively. Fig. 12 in the appendix shows
the range of values for each variable in the product DNN obtained by DeepZ analysis. The detailed
execution of DeepZ for this example is in Appendix 8.7.

3.1.4 Capturing Dependencies between DNN Executions. DeepZ (or, any other existing non-
relational DNN verifier) analyze NZ, NZ_ in isolation and do not track the relation captured
in the cross-execution input constraint such as in Eq. 2 VX3, X,.(X; — Xz = X — X)) that bounds the
difference between the inputs used in different executions of the network. In contrast, the proposed
DiffPoly can efficiently compute the bounds on the difference between two copies of the same

variable corresponding to two different executions and as a result, can capture the dependencies
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between multiple executions. For example, given any variable x; in N, DiffPoly computes lower
and upper bound of (x] —x?#) that holds for all possible inputs satisfying ®. Overall, for any relational
property defined over k DNN executions, we run (’;) DiffPoly for each pair of DNN executions.
Note that since for any variable x;, (x& — x?) = —(x? — x9), for any pair of execution over inputs

from $¢, and ¢?, we only run DiffPoly analysis if a < b to avoid redundant computations. For the
b

rest of the paper, given a pair of variables < x{’, x; > we use 5,‘?;.1’ to denote their difference (x{ — xl.h).

() N D) /an\
A NG 24 N
- ~ -
\K// \‘(//
TN P
(Y SN X )
&/ Y Y/ =/ -
517 & (3.3] 5 ol 512 ¢ [0,15)
® ®
&
N )
® ; ®
. & Y S\
8y* € (-3, -3) 8,2 € [-9, -9) 552 € [<9,0] 0y% € [-15,0]
(S X /X X
S o — 7 (2
L & L N
P ~ -
- -
N PN
X X ~~ S~
— (2 ——— (2} — 2
&/ NG N )

Fig. 3. Concrete bounds of difference as computed by DiffPoly analysis on the example network.

3.1.5 DiffPoly Domain. For two copies of the same variable from two separate executions e.g. x{,

xl.b , the DiffPoly domain (formally described in Section 4.1), associates six linear constraints with

< xf, xf’ >: three upper linear constraints (symbolic upper bounds) 5,?;b’2, xf’z, xf = and three lower

linear constraints (symbolic lower bounds) 5,‘?;}”5, x?’s, xf’g. The §-constraints are the symbolic

lower and upper bound on the difference (x; — xf’ ) satisfying 5,‘;;b’5 < (xf - xf’ ) < 5§;b’2 while the
b

other four constraints represent symbolic bounds on the variables x, x; respectively. Additionally,

the domain tracks concrete bounds - concrete lower bounds for each variable (xl?‘ — xg’ ), x{, and xl{’

ie. Al“[;h’xi, lox;» and I, ,, and concrete upper bounds AZ’:’X", Uax;» and up y,. Note that as depicted
in Fig 1, the concrete bounds - I, ,, and l x, U x,, and u; 5, are obtained from the analysis of the
product DNN. At a high level, DiffPoly combines the ideas from the Zone domain [51], used for
classical program analysis, that tracks concrete lower and upper bound on the difference of a pair
of variables e.g. Iy < (x —y) < uy, and the DeepPoly domain [69] that tracks symbolic lower
and upper bound on variables of the DNN. However, DiffPoly is more precise than both the Zone
domain which does not track symbolic bounds on the difference, and the DeepPoly domain which
does not explicitly track any difference constraints making DiffPoly well suited for computing
difference bounds across multiple DNN executions. Next, we show the format of symbolic bounds

associated with DiffPoly below where 5,?;.b = (x]q - x}’ ).

n n
ab,> _ 5 cab b b a,> _ a,x b,> _ bx _b

5%, —U+Z(Wj O Wi xf +wi -xj) x; —v)a‘+2wj X x; —U;}C+ZWA xj (3)
Jj=1 j=

In Eq. 3, 0,0}, v’b‘ e R, Wo, W Wb, wax wbx ¢ R" are the coefficients of the variables with

w; denoting the i-th coefficient for any vector W € R”, n is the number of neurons in N,. We

S b b,x

restrict the format of symbolic bounds and enforce Vj > i w} = wi =w] = w}afx =w;” =0s0
b

that symbolic bounds of any pair of variables < x{', x; > involve only variables that come before
xf, xf’ (having smaller index) and their difference. These restrictions ensure that there are no cyclic
dependencies between the symbolic bounds of the variables. Moreover, similar to the DeepPoly
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A A A
5 >
5 LN
N
s
e >
Ap <b// A
. 62—)/‘ sam
v v v
@A =0 (b) Ay <0 (@A <0AA, >0

Fig. 4. The optimal (in terms of area) convex approximations for § = ReLU(x) — ReLU (y) where 5= (x—-v),
2, and §< are symbolic upper bound and lower bound of § respectively.

domain, we only allow a single symbolic lower, and upper bound to reduce the computation cost
required to evaluate the concrete bounds for each variable. Otherwise, the unrestricted Polyhedra
domain [20] though more precise, does not scale to the large DNNs considered in this work.

3.1.6  DiffPoly Analysis. The analysis start with computing the symbolic and concrete bounds
corresponding to < x],x? > and < x}, x2 >. All pair of inputs X3, X; satisfying input specification ®
satisfy X; — X, = X} — X; = [3,-3]". The linear constraints and concrete lower and upper bounds
defining the range of the difference are as follows.

Sy =opbE =3 S =02 =23 (x{-xD)e[33] (g -x)e[-3,-3]

At the input layer, the abstract elements also track linear constraints and concrete bounds for
variables xll, x%, xf, and xg. However, for this example, we primarily focus on constraints 5}(}2’2 and
5};1.2’3 and show the rest of the constraints in the Appendix 8.8. Next, we apply the affine transformer
(defined in Section 4.1) to calculate bounds corresponding to < x3,x2 > and < x;,x; >. We show
the derivation of linear constraints 5)1{;2’2 and 5}1{,32,3 below where 5;’12 = (x] —xf) and 5)1522 = (x, —xg).
The symbolic bounds 591&2’2 and (Sif’s are obtained similarly.

5,1;32 = (xl1 - x%) - (xf - xg) = 5;1{32’2 = 5;’32’3 = (xl1 - xf) - (le - xg) = 5;1{12 - 5}(’22 (4)

X3

To compute the concrete lower bound All’bz’ (or, upper bound) of (x; — x%) we substitute the

concrete bounds of 5,1;12 and 6,1522 in lower (upper) symbolic bounds of Eq. 4 for example:
12< _ 12 _ 512 1205 _ aAl2x 125 _
O~ =0 —0x, = A=A —ALT =6

Next, we compute bounds corresponding to < xi,x2 > by using the ReLU abstract transformer

(formally introduced in Section 4.2) for the assignments x. « ReLU(x;) and x? — ReLU(xg).
In this case, choices for the symbolic bounds are non-unique. Fig. 4a shows one of two possible
choices for linear constraints 5)1;52’2 = 5,1;32 and 6)1(;2’5 =0. 5,1;52’2 = xsl’Z - xg’g and 5,1(’52’S = 3(51’S - xé’z
are alternative candidates. However, in the abstract domain, we only allow only one choice for
5;1&;2’2 and one choice for 5,1(’52’§ so we greedily select one of two possible candidates for both 5;1&;2’2
and 5,1;52’5. For both choices, we first evaluate the concrete bounds of (xs1 - xg) by substituting all
variables in the symbolic lower (or upper) bound with their respective concrete bounds and then
pick the candidate with the more precise concrete bound. For example, the choice 5,1(’52’2 = 6,1(’32
yields concrete bound AL’Z’XS = 6.0 which is more precise than A}l’;’xs = 20.625 calculated from
5)1;52’2 = 51’2 - xé’s. Thus, we select 5}(’52’2 = 5;;2. Finally, we obtain bounds corresponding to
< xj,x2 > and < x3,xZ > by applying the affine abstract transformer. We show concrete bounds
for the difference of each pair of variables (x; — x?) in Fig. 3 and detailed analysis in Appendix 8.8.

i
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3.1.7  Back-substitution for Concrete Bounds. We obtain the concrete bounds of each (x] —x?) by the
back-substitution strategy used in most of the popular non-relational DNN verifiers e.g. CROWN
[92], DeepPoly [69], a-CROWN [86], etc. In back-substitution, we start with the symbolic bounds
5,‘?;]”2 (or, 5,‘?;’”3) of (x] — x?) and then obtain concrete bounds AZ’;”X" (or, Afl;b’x" ) of (x} = x%) by
substituting concrete bounds of all the variables in 5;;17’2 (or, 5;‘;”’3). Commonly, back-substitution
does not stop after a single concrete substitution step rather it refines Azf’xi (or, A?I;b’x" )by a
sequence of steps with each step including a symbolic substitution, where all the variables in 5,’?;17’2
(or, 5,‘?;”’3) are replaced by the corresponding symbolic bounds, followed by a concrete substitution.
Although back-substitution is computationally more expensive than a single concrete substitution
step, it obtains more precise concrete bounds AZ’If’xi (or, A?,’]b’x") improving RaVeN’s precision.

3.2 Using Analysis Bounds to Solve the UAP Verification Problem

We will now explain how RaVeN combines DiffPoly analysis with product DNN analysis to create
the MILP formulation. Additionally, through our illustrative example, we will compare RaVeN’s
approach to state-of-the-art baseline methods like [40] and [88]. This comparison will demonstrate
that while the baseline methods fall short in confirming the absence of a UAP in our example, our
approach successfully verifies the non-existence of a UAP.

3.2.1 State-of-the-art DNN Relational Verifiers. [40] only analyzes the product DNN and uses the
concrete bounds obtained independently for each execution to verify UAP robustness. This approach
does not track any dependencies across executions and just leverages standard DNN local robustness
verification of individual inferences. However, DeepZ analysis on the product DNN computes for
input region ¢ the lower bound of ClTNex (X;) is —13.25 and for ¢? the lower bound of CZTNex (Xz)
is —31.44. Since the lower bounds of both ClTNex (X;) and CZT Nex(X3) are less than 0 this method can
not prove that UAP does not exist. Next, we focus on the state-of-the-art approach (referred to as I/O
formulation in the rest of the paper) for UAP verification introduced by [88]. The I/O formulation
initially applies non-relational DNN verifiers (e.g., DeepZ) to the product DNN. Based on DeepZ anal-
ysis, for each execution, it extracts linear constraints connecting output variables to input variables.
Lastly, it translates the cross-execution input constraints into linear
constraints, represents the output specification ¥ as a MILP objective,
and employs standard MILP solvers to find the optimal solution (de-
tailed formulation in Appendix 9.1). For our illustrative example, the
I/O formulation can only prove the absence of a UAP when the MILP
solution is non-negative. However, the optimal MILP solution in this
case is —5.306 < 0, highlighting that the I/O formulation lacks the pre-
cision to verify the relational property. This imprecision arises because
the I/O formulation, while tracking dependencies at the input layers,
neglects subsequent hidden layers, leading to a loss of precision.

Fig. 5. For the variables x;
and x? the convex region
3.22 RaVeN MILP Formulation. We introduce a two-step enhance- (green) obtained with con-
ment to the MILP encoding in comparison to I/O formulation (same ~straints from DiffPoly analy-
MILP objective) using our tool, RaVeN. To begin with, we relate the ~Sis is more precise than the
output of each layer to the output of the preceding layer by employ- convex region (blue) formed
ing a set of linear constraints, commencing from the input layer. We W'thOUt the difference con-
replace non-linear activation layers (e.g., ReLU, Sigmoid, etc.) with con- straints.

vex overapproximations using concrete bounds obtained from DeepZ

analysis, such as triangle relaxation [70] for ReLU. RaVeN’s layerwise approach effectively captures
linear dependencies across executions at the hidden layers, yielding an improved optimal solution
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of —1.564 compared to the I/O formulation (details behind this improvement in Appendix 9.2).
Nonetheless, it remains insufficient for verifying the absence of UAP. In this case, the issue lies in
the isolated computation of convex overapproximations for non-linear activation functions, which
disregards the inter-dependencies between executions. To address this limitation, RaVeN utilizes the
DiffPoly analysis and incorporates DiffPoly’s custom abstract transformers for non-linear activation
functions defined over pairs of executions. This approach computes convex overapproximations
that consider inter-dependencies between execution pairs. Figure 5 illustrates this enhancement,
showing how constraints derived from the DiffPoly analysis enhance the precision of the convex
region at the hidden layers. The addition of the difference constraints from the DiffPoly analysis to
the layerwise formulation of RaVeN improves the optimal value to 0 thereby proving the absence
of UAP in the illustrative example. It is important to note that RaVeN employs the same MILP
encoding for ¥ as utilized in the I/O formulation. The observed improvement is the result of
RaVeN’s enhanced capability in capturing the linear dependencies between outputs from multiple
executions. The detailed MILP formulation for RaVeN is in Appendix 9.3.

4 RAVEN ALGORITHM

In this section, we present RaVeN’s pseudocode, discuss its key components, and assess its asymp-
totic runtime. We provide a sketch of the soundness proofs of RaVeN in Section 4.7 with detailed
proofs in Appendix 13. We first formally introduce the product DNN.

Definition 4.1 (Product DNN). Given any [ layer DNN N : R™ — R™ and input specifiction ®
defined over k executions of N the product DNN A% : R"0*k — R™*k defined as sequential com-
position of I functions N : R"-1*k — R™*k where Nf((X},...,X})) = [Ni(X]),....Ni(X)]",
forall j € [k]. Xj €R"-" and N; : R"~' — R™ is the i-th layer of N.

Algorithm 1 shows the pseudocode for RaVeN. For the product DNN, an existing non-relational
verifier (e.g. DeepZ) is used to obtain the concrete bounds for the outputs of all k executions at all
layers, say /¥ (line 5). We use the concrete bounds from product DNN analysis (line 7) to initialize
DiffPoly analysis for all k = (’;) pair of executions (line 8). Next, DiffPoly computes the symbolic and

concrete bounds (denoted as .Qig’b) of the outputs and their differences w.r.t each pair of executions
(line 8). Note that aside from handling differences, DiffPoly also maintains symbolic bounds on
the variables from the product DNN that are relevant to the pair of executions it is analyzing.
This allows DiffPoly to calculate the concrete bounds of these product DNN variables using back-
substitution although DiffPoly can also be run independently from product DNN analysis. However,
we decide to utilize the concrete bounds from the product DNN analysis, as they can be more precise
compared to the bounds obtained by DiffPoly. Furthermore, this approach enables DiffPoly to
benefit from any improvements made in the product DNN analysis. We produce linear constraints
for all layers by utilizing the symbolic and concrete bounds obtained from DiffPoly analysis on all
k pairs of executions. (line 10). After layerwise linear constraints computation, we encode ¥, as a
MILP objective (line 11). Finally, we invoke a MILP solver on the MILP formulated using the linear
constraints and MILP objective function to verify the relational verification problem (line 12). Note,
Algorithm 1 shows a sequential implementation of RaVeN. However, we can parallelly run existing
DNN abstract interpreters on each of k copies of N and parallelly execute DiffPoly interpreter
on all (];) difference networks. Next, we formally define the building blocks of RaVeN algorithm:
DiffPoly domain and layerwise MILP formulation.

4.1 DiffPoly Abstract Domain

Next, we formally introduce the DiffPoly domain and the corresponding abstract transformers
for the affine and activation (ReLU, Sigmoid, Tanh, etc.) assignments. For a list of 2n variables
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Algorithm 1 RaVeN Algorithm

1: procedure RAVEN(D, ¥, N)

2 Input: & : R™*k — {true, false}, ¥ : R™** — {true, false}, N : R" — R™.

3 Verify: VXi,..., X € R™. &(Xy,...,Xx) = Y(N(X1),...,N(Xk)).

4 N¥ « ConstructProductDNN(N, )

5; oA — ProdDNNAnalyze r(Nk, D, V) > YV is existing non-relational DNN verifier
6

7

8

9

fora,be k] ANa<bdo
Lo U, Lo yb <—ExtractConcreteBounds(ﬂf,a, b)
dg’b — DiffPolyExecutor(N?% N? &, £2 U, L UY)

: end for
10: M — [LayerwiseConstraints(dg’b, N,®) | a,b e [k] Ab < a] > Constraints
11: MY «—RaVeNObjectiveFunction(¥) > Objective Function Formulation
12: return MILPSolver (M, MY) > MILP Solver Invocation

13: end procedure

[x4,...,x2], [x?, ..., x] corresponding to a pair of execution of N the corresponding element in
the D1ﬂPoly domam Aap is defined as a = [ay, . .., a,]. Here each a; is associated with a pair of
variables < x% x? >. a; associates (i) six symbolic bounds: symbolic lower and upper bounds for
xf, xl{’ and (xf - xf ) and (ii) six concrete bounds: concrete lower and upper bounds for x7, xf and
(x - xl.b). We represent each a; as a tuple a; =< Céym, Cl,, > with C;ym and C!_, denoting the
symbolic and concrete bounds respectively:

h < b,< > b > b,> A% b,
Cl = {xl. (5“ a 5“ } Ci‘on {la Xi» lb X0 lb ua,xi, ub’xl x,}

sym X i l

The monotonic concretization function ysy, : Az, — (R?™) mapping each abstract element ato
the corresponding element in the concrete domain @(R?") (powerset of R??), is shown in Eq. 5
where for any X € R” we represent i-th coordinate of X as x;.

05, (X% XP) = (X% xP € R") A (Vi € [n].(682 < (xF = x0) < 6872 A ARPY < (xf - xb) < A%PY))

Pn(X?) = (X? € R") A (Vi € [n].(x*= < x <xP% Alay, < x¢ < tay,))

von(@ = ((X%X") | X%XP € R A gn(X9) A pn(X") A g3, (X9, X")} 5)
In the DiffPoly domain, for any deterministic function f : R* — R™ the abstract transformer
T#. Azn — Azm is required to satisfy the following soundness condition for all abstract elements

f
a € Ay, where Ty : P(R?™) — O(R*™) defines the corresponding concrete transformer

Ty (y2n(@) € YZm(Tfﬁ(a)) where VX € 9(R™). Tr(X) = {(f(X),f(Y)) | (X.Y) € X}

Next, we define abstract transformers for the DiffPoly domain.

4.2 DiffPoly ReLU Abstract Transformer

ReLU : R — R is defined as ReLU(x) = max(0,x). Let, ng : Ay — Asiys be the abstract
transformer that executes assignment statements y; « ReLU(x{), yg’ — ReLU(xf). Fora =

[ay,...,ai] € Ay, letad = Tﬁ(a) represent the output of the transformer. First, for a’ = [a,....a},]

we compute the symbolic bounds Csym for each a’; Where] € [i+1].Inthis case, forall j € [i].a; = a;

J J
and a}, , is associated with the variable pair < y%, y’ >. Since ReLU is piecewise linear, we separately
analyze cases where ReLU acts as a linear function and cases where it demonstrates non-linear
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Table 1. DiffPoly ReLU Cases

Cases from x? | x% = (ugy, <0) xP'=(loy, 20) x&'= —|x“i A =xd!
Cases from x? | x% = (up,, < 0) xbi = (Ipx, = 0) xBE = b A —|xbl

Cases from 5‘”’ §L= (A% <0) 8= (AR >0)  SL=-8L AL

behavior. Table 1 summarizes the separate cases we consider while designing the abstract trans-
former for ReLU. In Table 1, for any variable v, v, (or, v_) denotes the case when values taken by v
are always positive (or negative) and v, denotes the case when v can be both positive and negative.
Symbolic Bounds for (y; - yl) We first consider cases where at least one of ReLU(x]') or
ReLU(xf’ ) behaves as a linear function and separately consider the case where both of them are
non-linear. Similarly, we consider 3 scenarios based on the concrete bounds of 5,‘?;b =x} —xf (shown
in Fig. 4) where we characterize the convex region having a minimum area that captures all possible
values of (y; — yll?). In Table 2, we show the computation of the symbolic bounds for (y¢ - y; by

Table 2. Computation of the symbolic bounds for 5;’:7 based on cases for x{ and xg’.

Case ‘ (SZ’ib ‘ Symbolic bounds 5“’.!7’3 and 5;;17’2

x® A x| 0 (8355 = 0) A (8= = 0)

XA XD | x@ - xb (5“’3 S =520 A (5“;!’2 =580

X AR (8505 = x8) A (830% = x)

x® AP | —xb (S5h= = b) A (5“”> = —x?)

xP' A x| ReLU(x%) (3h= =y )A(5“b> =y®%)

x® A x2' | —ReLU(x?) (530= = —yl ) A (5“” > b

x%E A x2 ReLU(x%) — x? (§ab ==yt —xb) A (5ab ==y —xb)
X AxZ' | x8 = ReLU(x?) (5“”< = xf — %) A (5“”> =x¢ —yP%)
xP A xP' | ReLU(x?) — ReLU (x?) (5“”< =y~ yh3) A ((5“”> == —yP%)

Table 3. Computation of the symbolic bounds for 5Z’ib based on cases for (x{' — xib).
Case ‘ Symbolic bounds &y, b= and 5‘;,’1.b’2 for ReLU activation

5i (5abS_0)/\(5a,b2_5glb)
S (5“”< = 8&0y A (5“”> =0)

S (5“”< A - 5ab+,ulb)/\(5ab>—/15 L8804+ 0 ) with

Aabx, Aabxl Aabxl Aabxl
5 _— 5 _ b — — b
/‘lub - abxl Aabxl > A _Aabxl Aabx, > _Ilub - Illb - abxliAabx,
ub ub ub b

based on the cases for x¢ and x?. The first column shows the case, the second column shows the
symbolic expression for (yf — yf’), and the last column shows its symbolic bounds. For the first four
cases, ReLU (x{') — ReLU(xl.b ) behaves as a linear function and therefore our symbolic bounds are
exact. For the remaining 5 cases, we compute symbolic bounds for (y? — y?) overapproximating
the exact values based on the symbolic bounds of y, yll?, x and xf’ . We also consider 3 separate
cases depicted in Table 3 (and in Fig 4) based on concrete bounds of (x{ — xf’ ) where 5;,}:,5 and
5‘;;”’2 are linear function of 5,‘?;b = (x] - xf ). The cases described above are not mutually exclusive,
resulting in multiple symbolic bound choices for (y¢ — y; b). However, in DiffPoly, we only allow
a single symbolic upper bound and a lower bound for (y; - yf ). To resolve this, as described in
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Section 3, we greedily select the symbolic bounds that yield more precise concrete bounds based on
concrete substitution (see Eq. 7) For example consider the case spec1ﬁed by (x%' A xi A d;) there
are two choices for (5yl_b =y’ - yl = and (5‘”’ = (5,?}’. Let, Sc(y"= - yl. =) and S, (5“ ) be their
850 =y — T A S (T — ) < Se(8%)

otherwise select 5;;1”2 = 5;;17. Next, we discuss symbolic bound computation for y{ and yl. .

respective concrete upper bounds. Then we pick

Symbolic Bounds for y{ and yﬁ’ . For cases x%! and x®' where the ReLU behaves like a linear
function, the symbolic bounds for y{ can be directly expressed as a linear function of x{. However,
for the case, x*' the ReLU function is no longer linear and we apply the linear relaxation [69, 92]
to obtain the symbolic bounds of y¢ using the concrete bounds I, x, and ux,. The details are in the
Appendix (Fig. 13). Bounds for yl’.J are derived similarly.

Concrete Bounds for ¢, yl.’ We get concrete bounds for y , from the product DNN execution.
Concrete Bounds for (y; - y; by, For (yf -y b, we find concrete bounds using back-substitution.
Each back-substitution step recursively applies symbolic substitution (Eq. 6) followed by concrete
substitution (Eq. 7) to generate a set of possible candidates for concrete bounds and picks the most
precise one. We provide a pseudo-code of the back-substitution algorithm in Appendix 12. For any
variable &, its symbolic upper bound §% = g+ }; w; -0; and symbolic lower bound 6= = vy+); w;-0;,
the symbolic substitutions S (6>) Ss (5<) and concrete substitutions S.(5%), S.(5%) are shown

below. Here, vy, v v € R and 7;,7;%, vl 0 < are symbolic bounds of variables, U,lb,Z) ;4 vl”’, I“b

are the respective concrete bounds and w;* = max(0, w;), w;~ = min(0, w;), w, = max(0, w;),
w;~ = min(0, w;). Note, both symbolic and concrete substitutions for upper and lower bounds

satisfy that (S5(8%) > 8) A (S.(5%) > ) and (S5(85) < 8) A (Se(8%) < 8).
Ss(8%) =To+ Yy Wit T+ ) Wi S(0%) =vo+ ) wi oS+ ) w0 (6)
i i i i
Se(0%) =g+ ) wit w4 Y W w Se(0%) =w+ ) wi ut e Y wi utt ()

4.3 DiffPoly Abstract Transformer For Differentiable Activations

For any differentiable function g : R — R, we define Tgﬁ : Ay — Asiyo as the abstract transformer
for the assignments y* « g(x¢) and y? « g(x?). Both Sigmoid and Tanh, being differentiable
everywhere, can be modeled via g. We use the lower bound and the upper bound on the derivative
of g to compute the symbolic bounds of (y{ — y; b). The concrete bounds of y{ and y are obtained
from product DNN analysis while concrete bounds of (y¢ — yf’ ) are calculated by back-substitution.
Symbolic Bounds Computation: Let, [y and uy be the lower and upper bound of ¢’ (x) over
the range x € [l,u] where | = min(lyx;, lpx,) and u = max(ugy,;, Upx,). We consider three cases
from the 3rd row of Table 1 and show the symbolic bounds of (y¢ — y?) for all three cases in
Table 4 (also depicted in Appendix Fig. 14). This formulation holds for any differentiable function g
provided [y and uy are easy to compute. For Sigmoid and Tanh, the derivative g’ (x) has a closed
form, and ¢’ (x) is maximum at x = 0 and decreases as x increases (or, decreases). So, I and uy
computation only takes constant time given values of [ and u. For y{ and yib, we use concrete bounds
- lax;s Uax; Ibx;» Ubx, and apply the linear relaxation from [92], which also extends to differentiable
functions with a closed form of the differential.

4.4 DiffPoly Affine Abstract Transformer

We describe the affine abstract transformer Tj : Ay — Asiys corresponding to the assignment

i . a b i .4 X
statements xj,; «— v+ X\ w; X and x;,, 0+ 25 W, X; where v and all w; are real numbers.

1
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Table 4. Computation of the symbolic bounds for (y{ — ylb) based on cases for (x{ - xlb)

Case ‘ Symbolic bounds 5‘yl’l.b’5 and 5;;17’2 for any differentiable activation g

5_1‘- ((SabS — l L. 5;117) A (5(;,117,2 - ug’ . 5;;h)
5| G =y 8 A (0507 = 1y o)
8L (6“” =20 5% 4 pd) A (5“”> =23, - 820 + 10, ) with
ly = min g’(x) and uy = m[allxjg (x)
x€(lu

xe[lu]
S Uy XA —l ’XAabx, S lgr XAa'b'x'—u /XAa’b’xi S S ( —l )XAabxlXAabx'
A = A0 = — = =
ub Aabxl Aabxl > lb Aabxl Aabxl 4 )uub )ulb Aabxl Aubxl

ub ub ub

In this case, the difference (x¢ 1+1) can represented as (x{,, — z+1) = 29:1 wj- (x}’—x?). Since for

b .
affine assignments, x{. , (and x; +1) is a linear function over x¢ s (and x ¥ s), we can directly compute the

i1

linear constraints that represent the symbolic bounds. For @ € Ay;, let a’ = [a},....a},]= Tﬂ(a)
where a’ € Ayip and Vj € [i]. (aj = a}.). We show the symbolic bounds correspondmg toaj,, in

Eq. 8. The product DNN analysis provides the concrete bounds of x%, and x%,, while A?,;b’x”l and

Aa,b,xi+1

1 are calculated by performing back-substitution on 5,fff and 5?;.&2 respectively.

as< _ . a> _ L a b< _ b2 _ b a,b,< _ ab> ab
Xiv1 = Xip1 _U"'E,WJ Xj o X xz+1 U"'E,WJ x5 O = O, E,WJ 5x ®)

DiffPoly vs DeepPoly with Transformer for the Difference of Activations: In Section 3.1.5,
we explain why the existing DeepPoly domain is not suited for difference-bound computation
between the outputs of a pair of DNN executions. It is natural to ask whether the precision
improvement in difference tracking achieved by DiffPoly can be replicated by just designing a
new abstract transformer for the DeepPoly domain handling the following assignments y{ «

o(x]), yf’ — G(Xf) and (y§ - yl) — o(xf) - O'(xb) where ¢ : R — R is the non-linear activation
function. In this case, the DeepPoly domain lacks concrete, symbolic bounds on the difference
(xf = xf’ ) and can only use the concrete, symbolic bounds of the individual variables x?, xf’. This

results in imprecise concrete bounds A;ll’,b’yi and AZ’:’ Y of ( yi— yf) which in turn results in imprecise
symbolic bounds (Table 3 and 4 uses the sign of the concrete bounds of difference for selecting the
symbolic bounds). For instance, in the illustrative example the symbolic upper bound of (5,1;52) with

DeepPoly bounds results in concrete upper bound A/ 2 5 = 20.625 while DiffPoly produces more

precise concrete upper bound A"** = 6.0. Overall DlﬂPoly is more general and can precisely handle

bivariate non-linear functions such as o(x) — o(y) with inputs x, y coming from two distinct copies
of the network. Furthermore, we demonstrate in Appendix 14.5 that DiffPoly can be expanded
to encompass any linear combination of variables from k executions. This makes DiffPoly the
first domain capable of computing precise bounds (both concrete and symbolic) of any linear
combination of DNN outputs at each layer coming from different related executions.

4.5 RaVeN’s Layerwise Constraint Formulation
In this section, we formally introduce RaVeN’s layerwise constraint formulation. Consider &/ =
[ 51, ey Qig]T, that stores the symbolic and concrete bounds computed by all x DiffPoly analyses,

with &/ g representing the bounds computed by the j-th analysis. RaVeN’s constraint formulation
algorithm takes as input /5, network N : R — R™ and the input specification ® and generates
a set of linear constraints for each layer. Let, £ represent the set of linear constraints over the
outputs of the i layer, defining the convex region Lic R"*k In this case, L} contains all possible
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outputs at i-th layer for all k executions. We compute £ by adding linear constraints for all n;
variables at the i-th layer for each pair of executions using the concrete and symbolic bounds from
the DiffPoly analysis for that pair. For instance, consider a € [k] Ab € [k] A (a < b), which defines
a pair of executions. Here, [x{,... ,x,‘;i] and [xf s x,l;i] represent variables at the i-th layer for
the pair of executions (a, b). Then the linear constraints added for this pair of executions are as
follows where j € [n;] and the concrete and symbolic bounds are from the DiffPoly analysis which

in turn inherits the concrete bounds Iy x;, Uax;» Ibx; Ubx; from product DNN analysis:

< a a,> b,< a b,> a,b,< a b a,b,>
=< x4 < 2S < x4 < x” DS < (x% = xP) < 5202
xPT S xj < x] X7 <X < x; 607 < (xf —xj) < 8¢
a a a,bx; a b a,bx;
lax; < x7 < ugy, b, < x7 < upy, Ay S (x5 -x) <A, 9)

In Eq. 9, the third column illustrates the additional difference constraints added for a variable
pair, while the remaining constraints constitute RaVeN’s layerwise formulation, as elaborated in
Section 3.2.2. Note that, as discussed earlier, in DiffPoly analysis, up to two valid symbolic lower or
upper bounds can be generated for each variable and their difference. For efficiency in concrete
bounds computation with back-substitution, DiffPoly restricts to a single symbolic lower and upper
bound. However, in the MILP formulation, all valid bounds are incorporated. The input specification
®, defined as a conjunction of linear constraints over the inputs, is directly encoded as a set of
linear constraints £° at the input layer. The linear constraints for all [ layers are then generated by
aggregating layerwise constraints £ with input linear constraints £°.

4.6 RaVeN MILP Encoding

We provide the general encoding of ¥ as MILP objective for relational DNN specifications described
in Section 2.1. We add the MILP encoding of ¥ to the layerwise constraints from Section 4.5 to
formulate the MILP instance. Let Y3, ..., Yx be the DNN’s output for k executions, for all i € [m]
and j € [n], x; j and z; be integer variables and for all i” € [k], C;j » € R™ where m is the number
of clauses in ¥ and n is number of literals in each clause (see Section 2.1). Then the MILP objective
is as follows

m

k n
min zi st ox;;= Iﬁi’j(Yl, oY) = (Z Cl-T’j’l-,Yif > 0) 12i = (Z Xij 2 0) (10)

Yi,...Y,) £ 4 -
(Y1,... i) i=1 i'=1 j=1

The proof of the correctness of the MILP formulation is in Appendix 13.6. For the common properties
(e.g. UAP, targeted-UAP, worst-case hamming distance, etc.) m = k, n = n; and the MILP objective
introduces only k X (n; + 1) integer variables where n; is the output dimension of the DNN
(Appendix 14.4). Hence irrespective of the size of the network, the number of integer variables
only depends on the number of executions k and n; which is in general a small constant (i.e. 10
for commonly used MNIST and CIFAR10 networks). Since the number of integer variables is the
primary bottleneck of MILP optimization, RaVeN scales to large DNNs by only introducing a small
number of integer variables (n;+1) per execution. This differs from the naive MILP which introduces
an integer variable at each activation and does not scale past even small networks containing a
few hundred neurons. Besides decreasing the count of integer variables, RaVeN efficiently infers
linear constraints for the MILP encoding that are sound while improving the precision of the over-
approximated convex region (illustrated in Figure 5 of the paper). This requires - (i) recognizing
that tracking the difference between the outputs of a pair of DNN executions helps in improving
precision while maintaining scalability, and (ii) designing and leveraging DiffPoly analysis on (];)
pairs of executions while computing provably correct constraints across multiple executions.
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4.7 Soundness Proof Sketch of RaVeN

In this section, we outline the soundness proof for various components of RaVeN. Detailed proofs
are in Appendix 13. We start with the soundness proofs of all DiffPoly transformers.

4.7.1  Soundness of DiffPoly ReLU Tansformer. We first state the lemmas required to prove the
soundness of Tlg . Proofs of all cases shown in Fig. 4, Lemma 4.2, and 4.3 are in Appendix 14.1.

LEMMA 4.2. (Correctness of symbolic bounds in Table 2 and 3) If x{' € [l x;, Uax;], xl?’ € [Ipx;» Ubx;]
and 827 = (x@ = x?) € [A%P, A®Pi] and 53F = ReLU (x?) — ReLU (x?) then 832 < 84 < 5302
where 5;,}7,3 and 5Z;b’2 defined in Table 2 and 3.

LEmMMA 4.3. (Correctness of concrete bounds computed by the ReLU transformer) If x? € [lox;, tiax; ],
xb € [l ] and 580 = (x@ = xb) € [A%PY, AP, y@ = ReLU (x2), yi ReLU(x?), 5%F =
a,b a,b,y; ab s Yi
5%‘ < Aub
computed by applying back-substitution on 5Z}b’§ and 5‘;’1.17’2 respectively.

b,y
yi - yf’ thenlyy, < yf < Ugy;, lpy, < yf < up,y;, and A;Zb < where A" and

ab,y;
Aub

The concrete transformer T : @(R?) — @(R%*?) for the ReLU assignments y¢ < ReLU(x}),
yf? — ReLU(xf’)isdeﬁnedasTR(X) ={([xf,...,x} yl]T [xl,.. x yl]T) | (X9 X?) € X} where
y® = ReLU (x), y? = ReLU (x?), X C R* andX“ = [x%...,x%" € R’ Xt =[x, %P7 e RL

THEOREM 4.4. (Soundness of DiffPoly Relu Transformer) For any abstract element a € Ay;
Te(yu(@) € aina (Tg(@).

Proor. The proof is in Appendix 13.1. O

4.7.2  Soundness of DiffPoly Differentiable Activation Transformer. Proof of all the cases from
Table. 4 are in Appendix 14.2. Lemma 13.1 proves the soundness of the symbolic bounds, while
Lemma 13.2 proves the soundness of concrete bounds. The comprehensive soundness proof for the
DiffPoly’s transformer for differentiable activations is in Appendix 13.2.

4.7.3  Soundness of DiffPoly Affine Transformer. Lemma 13.4 proves the soundness of the symbolic
bounds corresponding to the DiffPoly affine transformer, while Lemma 13.5 proves the soundness
of the corresponding concrete bounds. A comprehensive soundness proof for the DiffPoly affine
transformer is in Appendix 13.3.

4.7.4  Soundness of Product DNN Analysis. We prove that the output region P € R™*¥ obtained
by running existing DNN abstract interpreters e.g. [68] on each of k copies of N contains all
possible output w.r.t all k executions on inputs satisfying ®. Let, Vi € [k] ¢! :R™ — {true, false}
defines the Lo input region ¢! = ||X — X;||o < € for each of k executions. Existing DNN abstract
interpreters operate on these individual input regions ¢ and compute the overapproximated output
region P; C R™ that satisfies VX € R™.¢! (X) = (N(X) € ;). The output region P C R <k
is the cross-product of all k output regions P = XX #;. Now, we show that P contains all possible
outputs of N (X) provided X € R™ x k satisfies ®.

THEOREM 4.5. (Soundness of Product DNN analysis)V(Xj, ..., X;) € Rk 0((Xy, ..., Xz)) =
(N ((X3,..., X)) € P).

Proor. The proof is in Appendix 13.4. O
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4.7.5 Soundness of RaVeN MILP Formulation. We prove that for all layer i € [I] the convex region
L1 ¢ R"*k defined by the linear constraints £ contain all possible outputs at i-th layer for all k
executions. For the input region, we show ®; C L.

THEOREM 4.6. (Soundness of Linear constraints) ®, C L2 and Vi € [1].VX;,... Xk € R™.
O(Xy,...,Xk) = (N'(Xy),...,N' (X)) € L] where N' : R"™ — R™ is the composition of first i
layers of the network N, N' = Ny o --- o Nj.

Proor. The proof is in Appendix 13.5. O

Asymptotic Runtime Analysis: We provide the runtime analysis of RaVeN in Appendix 13.7.

5 EVALUATION

We evaluate the effectiveness of RaVeN on a wide range of relational properties and a diverse set of
neural networks and datasets. We consider the following relational properties: UAP, targeted UAP,
hamming distance, and monotonicity as formally defined in Appendix 8.3. For UAP and Hamming
Distance properties, we compare our method to the existing baselines highlighted above in Section
3. The first baseline we consider is individual verification (see Section 3.2.1) which is work by
Khedr and Shoukry [40]. The second baseline is an instantiation of the work done by Zeng et al.
[88] with state-of-the-art non-relational verifiers DeepZ [68] and DeepPoly [69] which we call I/O
Formulation (see Section 3.2.1). For these properties, our experimental results indicate that RaVeN
is always more precise than existing methods and can verify significantly more properties. For
monotonicity, we compare our methods to two existing baselines Liu et al. [48] and Pasado [44].

5.1 Experimental Setup

Datasets. For UAP based experiments, we use the popular MNIST [45] and CIFAR10 [42] image
datasets. We also use MNIST for the Hamming distance experiments. For our monotonicity exper-
iments, we use the Boston Housing (BH) dataset [37] and the Adult dataset [8]. The BH dataset
contains 12 housing attributes such as age, tax, rooms, etc. and the target is housing price. The
Adult dataset contains 87 features such as age, education, marital status, etc.

Neural Networks. Table 5 shows the MNIST, CIFAR10, BH, and Adult neural network archi-
tectures used in our experiments. We use standard network architectures (Convolutional and
Fully-connected) commonly seen in other neural network verification works [68, 69]. We consider
networks trained with standard training, DiffAI [53], CROWN-IBP [90], projected gradient descent
(PGD) [50], and a monotonicity training scheme [34].

Non-relational Verifier. We instantiate both RaVeN and I/O Formulation with either DeepPoly
or DeepZ. Although RaVeN works with other non-relational verifiers including SOTA "Branch
and Bound" based verifiers like o, f~-CROWN [79] and MNBaB [28]. We use DeepPoly or DeepZ
because they are fast and widely used for initializing complete verifiers. For example, o, /-CROWN
uses CROWN (equivalent to DeepPoly). We also compare RaVeN’s performance with «, /~-CROWN
and MNBaB in Section 5.6.

Implementation Details. We implemented our method in Python with Pytorch V1.11 and Gurobi
V10.0.3 as an off-the-shelf MILP solver. Our MNIST experiments were performed on an Intel(R)
Core(TM) i7-12800HX @ 4.80 GHz with 16 GB of memory and the remainder of our experiments on
an Intel(R) Core(TM) i9-9900KS CPU @ 4.00GHz with 64 GB of memory. Unless otherwise specified,
we use DeepZ [68] to perform bound analysis on the product DNN and use the same verifier for
the baselines. We use Gurobi with a timeout of 5 minutes to solve MILP problems.
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Table 5. Network Information and Runtime (s) averaged over € values considered in this paper

DATASET MODEL TYPE TRAIN # LAYERS  # PARAMS ‘ IND. VERI. I/O Form. RAVEN MILP TIME
MNIST IBP-SMALL Conv  IBP 7 60K 0.04 0.12 1.98 1.01
ConvSmarlL  Conv  DrirrAl 7 80K 0.30 0.39 7.40 4.06
IBP Conv IBP 9 400K 0.42 0.46 19.33 7.79
ConvBiG Conv  DrrrAl 13 1.8M 6.46 6.50 23.19 16.61
HamMmING FC PGD 3 39K 0.04 0.14 2.21 2.02
CIFAR10 IBP-SmaLL Conv IBP 7 60K 0.29 0.47 8.39 5.03
ConvSmarL  Conv  DirrAl 7 80K 0.44 0.57 12.59 6.61
IBP Conv IBP 9 2.2M 36.44 36.56 200.16 161.66
ConvBIG Conv  DrrrAl 13 25M 16.19 16.29 185.05 161.63
DATASET MODEL TYPE TRAIN # LAYERS # PARAMS | LIU ET AL. Pasapo RAVEN DirrPoLy
BH 12x1 FC Mono 3 312 0.25 X - 0.02
Apurt 10x 10 FC STANDARD 5 980 X 36.70 423 0.87

5.2 Relational Properties

The formal definitions for UAP, targeted UAP, and hamming distance given in Appendix 8.3 involve
verifying that there does not exist an attack that can change all DNN predictions on a given input
set by perturbing all the inputs with a single perturbation. While RaVeN can handle this problem,
it is pessimistic and perturbations of this nature, although dangerous, rarely occur in reality.
Instead, we bound the worst-case accuracy of the neural network under a UAP attack. Formally,
we report a the verified worst-case accuracy which is a lower bound (as RaVeN is incomplete) on
a”, the true worst-case accuracy. For network N and inputs Xj, ... X; where Yo € R™ s.t. ||o][, <
6.% Z{-‘Zl (N(X; +0v) =Y;) > aand Y; is the correct label of X;. Note that a result is better if it more
tightly approximates a* in this case since all presented methods are sound the best result is the one
with the greatest value. For hamming distance, we perform a similar relaxation upper bounding the
true worst case hamming distance. Thus, for hamming distance, smaller is better. For monotonicity,
we are given a set of monotonic features and report the percentage of those features we can verify.
For monotonicity, larger is better.

5.3 Universal Adversarial Perturbation Verification

We compare the performance of RaVeN vs the two baselines for worst-case accuracy under UAP
attack on the MNIST and CIFAR10 networks. For each experiment, we verify a batch of 5 images.
We repeat 20 times on randomly selected images, reporting the average worst-case accuracy. We
use the standard € values used in the literature [68, 69]. We additionally analyze RaVeN vs. baselines
on the targeted UAP verification problem in Appendix 15.1.

Average Worst Case Accuracy (%) Average Worst Case Accuracy (%) Average Worst Case Accuracy (%) Average Worst Case Accuracy (%)

0~ Individual 20—+~ Individual

: E;:;swlo:\ytg‘lZS’S‘D .
(a) IBP-Small (b) ConvSmall (c) IBP (d) ConvBig

Fig. 6. Average worst case UAP accuracy for convolutional networks trained on CIFAR10

' B 6 ' B B 7 s 100 125 150 175 200 225 250 2
Epsilon (*/255) Epsilon (/255) Epsilon (*/255)

5.3.1 Comparison on CIFAR10 Networks. Figure 6 compares the worst-case accuracy (%) on the
CIFAR10 dataset with a variety of training methods (Crown-IBP, DiffAl) and network architectures
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(IBP-Small, ConvSmall, IBP, ConvBig). We observe that RaVeN outperforms all baselines significantly
for all networks, training methods, and es. For example, we see that for IBP-Small trained with
Crown-IBP that RaVeN obtains up to 25% higher verified average worst case UAP accuracy verified
when compared to baselines on all es. Note that all these cases I/O formulation hardly outperforms
Individual verification. We observe similar results on the other networks.

Average Worst Case Accuracy (%) Average Worst Case Accuracy (%) {Average Worst Case Accuracy (%) Average Worst Case Accuracy (%)

— ey —
LN \l\‘ ™ Tt N
T~ N .. ~
— AN e
- = \- .
i N
‘ EDSI\DH‘ ’ o o e Ul‘Ep‘s‘\l\;n oo o o o o ‘ ”Eps\\un‘ * o o ‘ o Eps\lu’l’\’
(a) IBP-Small (b) ConvSmall (c) IBP (d) ConvBig

Fig. 7. Average Worst case UAP accuracy for convolutional networks trained on MNIST

5.3.2  Comparison on MNIST Networks. Figure 7 shows similar results to CIFAR10 with the same
diverse range of networks and training methods. Particularly, we observe that for IBP-Small RaVeN
verifies an additional 25% accuracy when compared to baselines at € = 0.1. We observe that as €
grows RaVeN’s relative benefit is greater, this is especially clear when for IBP (Figure 7 c).

5.3.3  Runtime Analysis. Table 5 shows the average runtime in seconds for each method. We observe
that RaVeN time > I/O Formulation time > Independent Verification time. We note that even with
more time the baseline approaches would not achieve any better results as they are limited and
can not get more precise. Note that a majority of the time for RaVeN is taken by the MILP solver
as seen in Table 5. As RaVeN is the first tool to show that cross-execution information aids in
relational verification we believe runtime can be improved with future research. We also note that
our timings are comparable to the timeouts given in the SOTA competition for verification of NNs
(VNN-Comp [12]) (216 seconds per instance) even though we are verifying sets of 5 images.

2lz\gerage Worst Case Hamming Distance ZL;\éerage Worst Case Hamming Distance 2L;\\{Jerage Worst Case Hamming Distance

175 — 175 175

Individual v Individual +— Individual
25 —=— 1/0 Formulation 25 —=— /0 Formulation 25 —=— /0 Formulation
RaVeN -— RaVeN RaVeN

014 016 018 006 008 010 012 014 016 018 0.06 0.08 010 012 014 016
Epsilon Epsilon Epsilon

(a) ReLU (b) Sigmoid (c) Tanh
Fig. 8. Average Worst Case Hamming Distance with different activation functions (smaller is better)

5.4 Hamming Distance Verification

We use MNIST as the base dataset and train a 3-layer fully connected network with 200 neurons in
the hidden layers. We use a range of activation functions (ReLU, Tanh, Sigmoid). The network is
adversarially trained with PGD to identify between classes 0 and 1. In this experiment, DeepPoly is
used to instantiate both the baselines and RaVeN. Figure 8 shows the worst case hamming distance
for strings of length 20 for different activation functions and € values. For all € values and string
lengths, RaVeN outperforms both baselines, e.g. at € = 0.3 for Tanh the baselines obtain 20 and
19.85 while RaVeN obtains 15. We especially see that for Sigmoid and Tanh activations the baselines
perform identically while RaVeN significantly outperforms both of them.
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5.5 Monotonicity Verification

We verify the monotonicity of networks with both  Ayerage Verifiably Monotonic Features (%)
Tanh and ReLU activations trained on the Adult [8] B
and BH [37] datasets respectively. We compare our  *

methods against the SOTA monotonicity verifier for
Tanh networks, Pasado [44] using the Adult dataset
with 5 monotonic features (same features as previous  «

60

*— Interval

works [44, 66]). Monotonicity can be verified directly o Eess :
by DiffPoly without the need for any MILP formulation. RaveN \

DiffPoly ”’”’E?
> - I |

For incomplete verifiers such as RaVeN, imprecisions o e
accumulate during the analysis. By splitting the input Epsilon

region and verifying each region separately we can get Fig. 9. Average % of Verified Monotonic Fea-
a sound analysis which is sometimes more precise than tures on Adult Dataset

the original analysis with some additional computation cost. Input splitting is a common tool
used in other verification papers as a way to increase precision [38]. We use input splitting for
monotonicity for two reasons: 1. the monotonic input specification only has one dimension of
variation and is thus easy to split, and 2. DiffPoly/RaVeN verifies monotonicity very quickly in
comparison to SOTA methods so we can split to gain precision while still having faster runtime.
For both RaVeN and DiffPoly we split the input region 10 times before verifying. Figure 9 shows
the results of RaVeN and DiffPoly compared to Pasado and its baselines (Zonotope, Interval). For
small € Pasado slightly outperforms RaVeN (92% vs 94%); however, as € grows the benefit of RaVeN
becomes clear (66% vs 2% at € = 4). We observe that DiffPoly alone can perform on par with Pasado
while running significantly faster (0.87s vs 36.7s, while RaVeN sits in the middle at 4.23s). For
ReLU networks we compare against Liu et al. [48] as Pasado is unable to handle ReLU (Liu et al.
[48] only handles ReLU). We verify a single feature on the Boston Housing dataset over the 98
test images. Liu et al. [48] can verify all 98 inputs for monotonicity for each € = [10, 20,30]. On
the other hand, DiffPoly is able to verify [96, 95, 95] inputs for € = [10, 20, 30], but we note that
DiffPoly is significantly faster (0.02s vs 0.25s). We observe that DiffPoly and RaVeN are powerful
monotonicity verifiers that can handle a wider range of networks/activation functions than both
baselines achieving good results in significantly less time.

5.6 Ablation Studies

In this section, we show an ablation study comparing RaVeN to stronger individual verifiers: MNBaB
[28] and a, B-CROWN [79]. We further show an ablation study on the benefits of adding difference
constraints compared to only adding the layerwise formulation. In Appendix 15.2, we show RaVeN
performs well compared to baselines when all of them use DeepPoly [69] instead of DeepZ [68].

/verage Worst Case Accuracy (%) 400 AVerage Worst Case Hamming Distance .., Average Worst Case Hamming Distance 100 AVerage Worst Case Hamming Distance

Individual
=~ 1/0 Formulation
Ravel

Individual
=~ 1O Formulation

—— MNEBal RaveN Rave!
—— 0,B-CROWN —— a.p-CROWN —— aB-CROWN

B s s 7 B 018 020 02 2 ™ 010 o012 6 008
Epsilon (*/255) Epsilon Epsilon Epsilon

(a) IBP-Small (CIFAR) (b) Hamming (ReLU) (c) Hamming (Sigmoid) (d) Hamming (Tanh)
Fig. 10. Comparison of RaVeN against MNBaB and «, f-CROWN
5.6.1 Comparison to MNBaB and o, -CROWN. MNBaB [28] and «, f-CROWN [79] use branching
to obtain better precision at the cost of runtime. Although both MNBaB and «, /-CROWN are

Proc. ACM Program. Lang., Vol. 8, No. PLDI, Article 147. Publication date: June 2024.



Input-Relational Verification of Deep Neural Networks 147:21

complete for non-relational properties for DNNs with piece-wise linear activations such as ReLU,
they are imprecise for relational verification as they do not take the cross-execution constraints
into account. Furthermore, both MNBaB and «, f/-CROWN cannot verify monotonicity, whereas
both DiffPoly and RaVeN can handle monotonicity. We instantiate MNBaB and «, f-CROWN with
a 2-minute timeout per individual input. Note that although RaVeN is given a timeout of 5 minutes
for MILP solving, for individual verifiers to perform UAP verification they must individually verify
each input in the batch giving MNBaB and «, f~-CROWN a total of 10 and 40 minutes for UAP and
hamming distance verification respectively. Figure 10 compares RaVeN to MNBaB and «, f/-CROWN
on UAP verification for IBP-Small on CIFAR10 and for hamming distance verification on MNIST
with different activations. Note that MNBaB does not currently support Sigmoid or Tanh activations.
Similar to the above experiments, we instantiate RaVeN with DeepZ for IBP-Small and DeepPoly
for hamming distance networks. We observe that RaVeN consistently performs better than MNBaB
and @, f-CROWN (except for the hamming distance network with sigmoid activations for small
es). For example, for hamming distance with ReLU activations at € = 0.25, RaVeN can verify an
average worst-case hamming distance of 10 while MNBaB and «, /-CROWN only obtain 18 and
18.5 respectively. For IBP-Small on CIFAR10 at € = 8/255, RaVeN can verify a worst-case UAP
accuracy of 37% while MNBaB and «, f~-CROWN only obtain 25% and 16% respectively.

In Table 6, we show a runtime comparison between RaVeN, MNBaB, and «, /~-CROWN on
the same networks as Figure 10. We observe that RaVeN takes less time than MNBaB and «, §-
CROWN in all instances. Note that for Sigmoid and Tanh activations, «, S~-CROWN is equivalent
to a-CROWN [87] which does not support branching resulting in lower runtimes. In all instances,
MNBaB and «, f-CROWN take significantly more time (> 37.7X more time for hamming distance
with ReLU activations).

Table 6. Runtime Comparison (in secs) between RaVeN, MNBaB, and a, f-CROWN

DATASET MODEL ACTIVATION ‘ RAVEN MNBaAB «, f-CROWN
MNIST Hamming  RELU 4.92 209.38 185.91
HamMMmING  SiGMoOID 1.15 X 3.05
Hamming  TanH 2.37 X 5.77
CIFAR10 IBP-SmarLL RELU ‘ 8.39 23.13 39.92
ADULT 10 x 10 TanH ‘ 4.23 X X

5.6.2 Benefits of Difference Constraints. Figure 11 shows the benefits of adding difference con-
straints. In each example, RaVeN with difference constraints outperforms RaVeN layerwise without
difference constraints. For example, for IBP-Small on CIFAR10 we see at € = 8 adding difference
constraints increases the accuracy bound from 15% to 37%. The benefit of difference constraints is
especially highlighted in the hamming distance example (d) as only by adding difference constraints
is RaVeN able to outperform the baseline methods. A runtime comparison between RaVeN layerwise
and RaVeN with difference constraints can be found in Appendix 15.3.

6 RELATED WORK

DNN Verifiers. Prior works in DNN verification [1] primarily focus on proving whether a DNN
satisfies Lo, robustness [69, 80] property. In this case, existing DNN verifiers show that all inputs
inside a given Ly, region [16] are properly classified. The DNN verifiers are broadly categorized into
three main categories - (i) sound but incomplete verifiers which may not always prove property
even if it holds [31, 63, 67-69, 86, 87], (ii) complete verifiers that can always prove the property
if it holds [5, 13, 14, 25, 28, 30, 64, 71, 78, 79, 91] and (iii) verifiers with probabilistic guarantees
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Average Worst Case Accuracy (%) Average Worst Case Accuracy (%) Average Worst Case Accuracy (%) Average Worst Case Hamming Distance
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Fig. 11. Comparison of RaVeN with difference constraints with RaVeN with only layerwise formulation.
[19]. However, all of these verifiers verify properties defined over single DNN execution and are
ineffective for verifying interesting relational properties [17] such as UAP verification [88] and
monotonicity [74] defined over multiple DNN executions.

DNN Relational Verifiers. Existing DNN relational verifiers can be grouped into two main
categories - (i) verifiers for relational properties (UAP, monotonicity, etc.) defined over multiple
executions of the same DNN, [40, 88], (ii) verifiers for relational properties (local DNN equivalence
[58]) defined over multiple executions of different DNN on the same input [58, 59]. For relational
properties defined over multiple executions of the same DNN the existing verifiers [40] reduce
the verification problem into L, robustness problem by constructing product DNN with multiple
copies of the same DNN. However, the relational verifier in [40] treats all k executions of the DNN
as independent and loses precision. The state-of-the-art DNN relational verifier [88] although
tracks the relationship between inputs used in multiple executions at the input layer, does not track
the relationship between the inputs fed to the subsequent hidden layers and can only achieve a
marginal improvement over the baseline verifiers that treat all executions independently. ITNE
[81] is a verifier for global robustness based on difference tracking. Global robustness measures
the largest change to the output of a single class over the entire dataset (local robustness lifted to
the dataset) whereas the UAP property considered in this work focuses on the number of points a
single perturbation can cause to misclassify over a set of inputs which can be from different classes.
Furthermore, RaVeN is more precise (Eq. 6 in [81] is covered by Table 2, RaVeN gains precision by
also considering the constraints in Table 3) and handles more activations than ITNE.

Relational Verification of Programs. Compared to DNNs, significantly more work exist for
verifying different relational properties, such as information flow security, determinism, etc. on
programs [7, 9, 11, 15, 18, 26, 27, 29, 41, 65, 73, 77]. Standard programs and DNNs have different
computational structure. For example, programs have loops while DNNs have a large number of
non-linear activations. These structural differences create specific challenges for the relational
verification of DNNs not seen for programs and vice-versa.

7 CONCLUSION

In this work, we developed a new framework called RaVeN to verify the relational properties of
DNNs based on our novel approach of difference tracking with the DiffPoly abstract domain. We run
extensive experiments on multiple relational properties including UAP verification, monotonicity,
etc., and show that RaVeN outperforms the state-of-the-art relational verifier [88] on all of them.
We have primarily considered relational properties defined over multiple executions of the same
DNN, however, RaVeN can be extended to relational properties involving two or more different
DNN s - local equivalence of pair of DNNs [58], properties defined over an ensemble of DNN, etc.
RaVeN can also be integrated inside the training loop to obtain more trustworthy and safe neural
networks. We leave this as future work. Also, the current implementation of RaVeN is sequential
but as stated above certain steps like the product DNN analysis and pairwise difference computation
with DiffPoly can be parallelized to reduce the verification cost.
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8 ADDITIONAL BACKGROUND
8.1 Adversarial Perturbations

An adversarial perturbation, v, added to an input, x, it is attacking is an adversarial example, x’ = x + v.
Additionally, x’ is only adversarial if it causes the target model to misclassify, in other words, if f(x) = y
then f(x") # y. It is typically assumed that these perturbations are small so as they do not effect the semantic
context of the image (a human would still correctly classify the adversarial example). The most common
bound is an L, bound, i.e || X||, < e.

In the case where standard adversarial perturbations are not feasible, verification against universal adver-
sarial perturbations (UAPs) is desirable. A UAP consists of a single perturbation u which is adversarial for
many inputs. We will start by formally defining strong UAPs.

8.2 Universal Adversarial Perturbations
An universal adversarial perturbation (UAP), u, added to an input, x, causes the target model to misclassify on
a set of inputs X, ... X, in other words, if Vi € [k].f(X;) = y; then Vi € [k].f(X; + u) # y;. Formally,

Definition 8.1. A universal adversarial perturbation is a vector u € R? which, when added to all datapoints
in p causes the classifier f to misclassify. Formally, given y, a bound on universal ASR, and /,-norm with
corresponding bound €, u is a UAP iff Vx,y € uf(x) # y and [[ul|, < e.

8.3 UAP verification
Definition 8.2 (UAP Verification Problem). Given points X* = X7, .., X;" € R™ and € € R we can first define
individual input constraints Vi € [k]. ; o = IX] = Xilleo < €. We define @9 as follows:

¥ (Xy,....X;) = /\ (Xi = X; =X} = X)) 11)
(LjelkDA(i<))
Then, we have ® = /\;11 ¢fn A% Next, we define ¥ as conjunction of k X nj clauses where Va € [k],Vb €
[n;] the clause ¥, 5, is defined as ¥, = (Cz,bY“ > 0) and C,j, € R™ is given below

1 if i # b and i is the correct label for Y,
Vi€ [ng]l.cqp; =4—1 ifi=>bandiis not the correct label for ¥, (12)

0 otherwise

8.4 Targeted UAP verification

Unlike the unrestricted UAP attack above, in targeted UAP, the attacker tries to make the DNN misclassify
inputs to a given class. Here we check whether all inputs can be classified as a target class t by adding the
same perturbation to each input. The formal definition of the targeted UAP verification problem is in .

Definition 8.3 (Targeted UAP Verification Problem). Given points X* = X7,..., X' € R™, € € R, and target
label t, the targeted UAP verification problem has the same input specification as the UAP verification problem,
seen in Definition 8.2. Next, we define ¥ as conjunction of k X n; clauses where Va € [k], Vb € [n;] the clause
Yap is defined as i, p, = (CZ,;; Yy > 0) and C,p € R™ is:

1 ifi#bandi=t
Vie [nleapi=1-1 ifi=bandi#t (13)

0  otherwise

8.5 Worst case Hamming distance verification
Definition 8.4. Given points X* = X{,..,X;’ € R™, € € R, and a binary digit classifier neural network

Ny : R™ — R? we can define a binary digit string s € {0, 1}¥ as the conjunction of the output of N3 on each
input Vi € [k].X; where each X; is an image of a binary digit. We are interested in bounding the worst-case
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hamming distance between s*, the binary digit string classified by Ny, and s the actual binary digit string
corresponding to list of perturbed images Vi € [k].X; + V s.t. V € R™ and |V|e < €. Given these definitions,
we can use the ® and ¥ defined in Definition 8.2.

8.6 Monotonicity verification

Definition 8.5 (Monotonic Verification Problem). Given a point X* € R™, € € R, network N, : R —
R, monotonic input dimension m € [ng], monotonic direction d € {-1,1}, let C; € R™ be the one-hot
vector defined as all 0’s except for a 1 in the j™ dimension and j € [ng]. We can define Vi € [2]. l?n =
(ICEx* — CI Xi|loo < €) A @; where ¢; = /\J-E[no],\(j;tm)(HC}"X* - CJTXi||oo = 0). Now, we can define

¢5 = CIX; —CIlX, > 0and @ = gn A ¢12n A ¢>5. Finally, our output specification can be defined as
Y (Nm (X1), Nm(X2)) = d - (Nm(X1) — N (X2)) 2 0.

8.7 Detailed execution of DeepZ abstract transformer on the example Product DNN

a(xl) A [8,20] a(zd) A[-9,15] a(xt) A[-52,15] a(zt) A [-62,1535]

11 € [87 20} /(;\
1

Xi=[14,11]T

iz € [5,17] @ @
a(zd) A [5,17) a(zl) A [-35,1] a(xd) A [—%, 1] a(z) A [715%, 6%]
a(z?) A [5,17) a(x?) A [-15,9] a(z?) A[-52,9] a(x?) A [-153,163]
1 € [5,17] KI‘I\ @ /‘L-S\ /I? 01

* 02 — 01 €
X5 = 11,147 “324,311]
o o max (0,24) o ;-

— ; s
ir €8,20] N N o,
a(z2) A8, 20] (@) A[-26,10]  a(a2)A[-T2,10]  ola}) A[-163,158)]

Fig. 12. Product DNN analysis on input regions ¢t1 and 925? using DeepZ

First, we compute the zonotope expression, concrete lower bound, and concrete upper bound of the input
variables of both fol and Ngg. Note, the concrete lower bound, and concrete upper bound of any variable are

obtained by calculating the minimum and maximum value of the zonotope expression associated with that
variable.

a(ii)=14+6-17% a(i%)=11+6~17; a(x})=14+6-77% a(x%)=11+6-r]%
a(i?) =11+6 - n? a(i3) =14+6 -1} a(x?) =11+6 - n? a(x3)=14+6- 15
x] € [8,20] x5 € [5,17] x? € [517] x% € [8,20]

Next, the affine transform at the first layer computes the zonotope expressions for variables xé, xi, xg, and xﬁ
as shown below.

a(x})=(14+6-71) = (11+6-13) =3+6-n] —6-1; a(x})=-17-12-n1 +6-n}
a(x3) = (11+6n2) — (14+6-12) =-3+6-n>— 613 a(x?)=-8-12-n2+6-13
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147:30 Debangshu Banerjee, Changming Xu, and Gagandeep Singh

Next, we use the ReLU transformer proposed in [68] to compute the zonotope expression associate with
the variables x;, xé, xé, and xg from the zonotope expression of xé, x! xg, and xﬁ. First, we describe the ReLU
transformer (ReLU 1j) below where for any zonotope expression a(x) =0+ X, w; - 7; (v € Rand w € R") for
any real A € R, 1 € R the zonotope expression A - at(x) + p denotes A - a(x) +p=2A-0+ X1 (- w;) -y, Ix
and uy denotes the concrete lower bound and concrete upper bound of the variable x respectively and npew

denotes a new noise variable.

a(x) ifl, >0
ReLUﬁ(a(x)) =30 ifu, <0
A-a(x)+p+p-fnew if (Ix < 0) A (uyx > 0) where A =

_ ULy
2 (ux—Ix)

Ux —
- and p =

For soundness proof of ReLU" refer to Theorem 3.1 of [68]. Using the the ReLU transformer ReLU® we can
compute the zonotope expression associated with x;, xﬁl, xé, and xé. For example, we show the computation

of the zonotope expression a(xsl) below.

a(x;) =/1-a(x;) +p+p- 17; where A =

For the variables in the final layer x;, xé, x?, and x§ and subsequently for the output variables ol o;, of, and og

we compute the zonotope expressions by applying the affine transform on the zonotope expressions associated
with the variables xsl, xé, xé, and xg. For example, we show the computation of the zonotope expression a(x;)
below.

a(o}) = a(x}) = a(xi) — a(xi) = 9.347 + 8.167n] — 7.833n; + 5.625n3 — 0.9721,

8.8 Detailed DiffPoly constraints on xl.1 & xl.2 for the illustrative example

1,< 1,>

x” =8 X7 =20 L, = Ux, =20
1< 1,>

x= =5 x, " =17 lhx,=5 Ut =17
1,< 1 1,2 1.1

o X5 =X X, Iy =9 Ui x; =15
1< 1, .1 1,> 1, .1

xS =-2-x] +x, x,5 = =20 X + X, I, =35 Uy, =1
L _ .1 1>_ 5 1,4 _ 9 _

X5'= = x3 X3S = o0% + 5 lixs = —55 Ux, = 15

1 35 35

1< 1> 1

x>~ =0 X5 = — X+ — g =—=— Uy, = 1
6 6 T 36 47 36 L = T3¢ L

5 35

1,< 1 1,2 1_ .1

X7 = X5 = Xg X737 = X5 = X4 hix, = —6§ Ul x, = 15§

35 2

1,< 1, .1 1,2 1, .1

XgT = —X5 + X, XgT = —x5 + x4 Iix = —15£ Ul xg = 165
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2,< _
X7 = 5
2,< _
xyT = 8
2,< _ .2 2
X377 =X] — X,
2< _ 5. .2 2
X7 = 2-x1{+x;
2,< _
X5 T = 0
2,< _
XgT = 0
2,< _ .2 2
X;T = X5 — Xg
2,< 2 2
XgT = —X5 +xg

X% =17 lyx, =5 Uy x, =17
x2% =20 b, =8 Uz 5, = 20
2,>
x5 = x% - xg I, =15 Uy =9
x2% =2 %%+ x] Ly, = —26 U, = 10
2> 3 o 45 _ 5 _
Xg = g t X3+ ? lZ,X5 = —55 U, x5 = 9
5 65 2
2>_ 3 2, 9 _ e _
xg© = s xg + 5 box, = 79 Ug,x, = 10
2,> 3 2
xT = x? - xg b, = _15§ U x; = 165
2,> 2
xgT = —xg +x§ I = —165 U xg = 15§

9 MILPS FOR THE ILLUSTRATIVE EXAMPLE

9.1

MILP formulation from state-of-the-art baseline [88]

The state-of-the-art baseline relates output variables as linear constraints over the input variables based on the
analysis of an existing non-relational verifier (in this case DeepZ) on the product DNN. The cross-execution
constraints (shown in blue) are only tracked at the input layer. The optimal value of t and the verification
result for this formulation is shown below.

The optimal value of t: —=5.306
Verification result: Inconclusive

min ¢t

subject to

min(Fy) = z1,z1 < t,min(Fy) = z2,z2 <t [MILP encoding of ¥]

_ 11 _ 2,2
F1 =01 =0y, F2 = —0] + 05

xl =14+6+%plx) =11+6%n)

xf:11+6*17f,x§:14+6*17§

(x} - x% ) =3, (x; - xg) = -3 [cross-execution constraints at input layer]

(14)

0] =9.347 +8.167n} — 7.833n; +5.625n; — 0.9721;

0y = —9.347 — 8.167n] +7.833n3 — 5.625n3 + 0.9721;

0% = —0.597 — 11.167n% + 7.833n5 — 5.625n% + 7.2221>

05 = 0.597 + 11.167n% — 7.833n5 + 5.625n5 — 7.222n5

~1<n) <1 Vie{1,23,4} Vje {12}
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9.2 MILP formulation with RaVeN layerwise constraints on the illustrative example

We show the layerwise formulation of RaVeN with the concrete bounds from the DeepZ analysis. We use the
optimal neuron-level convex relaxation (triangle relaxation) for the ReLU activation. For example, the linear
constraints for ReLU assignment x51 — ReLU(x?l’) are shown below.
OSxé, x% Sx;, xé S§~x§+§,x§ <15

Similar to the approach in [88], the cross-execution constraints (highlighted in blue) are only applied at the input
layer. However, the RaVeN layerwise approach more effectively preserves linear relationships across multiple
executions. For instance, using constraints like (xl1 — x%) =3, (x% — xg) = -3,and xé = x% - x;, x§ = xf - xg,
the layerwise formulation can deduce that (x% - x%) = 6. Nevertheless, the layerwise approach loses precision
in tracking dependencies beyond activation layers (e.g., ReLU, Sigmoid) due to convex overapproximation.
This is why we require a DiffPoly analysis with custom abstract transformers explicitly designed for difference

tracking. The optimal value of t and the verification result for this formulation is shown below.
min ¢
subject to
min(F1) = z1,z1 < t,min(Fy) = z2,z2 <t [MILP encoding of ¥]

F :x; —xé,Fg :—x3+x§

35 5 2 5
X = —x3 +xé,—15£ <xf <65,xf =—xk +x§,—165 <xg < 152

ga
5 35 5 2
1 1 1 2 2 2 2
X7 =Xt —X;,—6—- < x5, < 15—, x5 =xf —x;,—15= < x5 < 16—
7 5 6 8 7 36 7 5 6 8 7 9 (15)
1 35 5 65
1 1 1 1 2 2 2 2
x4<x6Sg-x4+—6,05x6Sl,x4Sx6_1—8- 4 ?,OSX6S10
5 45 3 45
x%Sx;Sg-x§+§,0§x51§15,x§§x§S§-x§+?,OSX§S9

Xy = —2~x% +x%,—35 < xi < l,xZ =-2 'x% +x§,—26 < xZ <10

X3 =x] =X, =9 < x3 <15,x5 =x} —x5,-15 < x5 <9

(xl1 - x% ) =3, (x; - xg) = -3 [cross-execution constraints at input layer]
8<xl<205<xl<17,5<x?<17,8<x%<20

The optimal value of t: —1.564
Verification result: Inconclusive
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9.3 MILP Formulation of RaVeN with difference tracking for Illustrative Example
We show the MILP formulation obtained by adding the difference constraints (shown in blue) obtained from
DiffPoly analysis to the layerwise formulation (Eq. 15). The optimal value of t and the verification result for
this formulation is shown below.
min ¢
subject to
min(Fy) = z1,z1 < t,min(Fy) = z2,z2 <t [MILP encoding of ¥]

_ 1 1 _ 2,2
Fr =x; — x5, F2 = —x5 + x3

3 5 2 5
1 1 1 2 2 2 2 2
Xg ==Xz +X,—15— < x5 <6-,x3 = —xz +x;,—-16—- < xg < 15—
8 5 6 36 8 g8 5 TX¢ 9 8 3
5 35 5 2

1 1 1 1 2 2 2 2
X7 =X —X;,—6— <x; <15— x5 =xc —x;,—-15— < x5 < 16—
7 5 6 3 7 367 5 6 3 7 9

1 35 5 65
1 1 1 1 2 2 2 2
Xy <x; < —-x;+—,0<x, <1lx;<x<— x;,+—,0<x<10
4 6= 3¢ M7 3¢ 6 4 6=1g 47 9 6

5 45 3 45
1 1 1 1 2 2 2 2
x3Sx5S§-x3+g,0Sx5S15,x3Sx5S§~x3+§,OSx5S9
Xy =—2-x] +%,-35 < xj < 1,x5 =—2-x7 +x5,-26 < x5 < 10

1_ .1 1 1 2 _ .2 2 2
X3 =X] =X, =9 < x3 < 15,x3 =x] —x5,—-15<x3 <9

(16)

8<xl <205<x) <17,5<x¥ <17,8 < x5 <20
5}’2 =x —x%,B‘ < 511’2 <3

55’2 = x% - x%, -3 < 5;’2 <-3

o -6yt < 8% < 8% - 5,7
6;’2 = x% —x32.,6 < 5;’2 <6

1.2 | <12 12 _ 5 12 12
—2:67+ 8,7 <6, < -2-677 46,

2

5‘1’2 =x; —x2,-9 < 5‘1’2 <-9

st =xl-xlo<s?<sito<s <6
SF=xl-xl 8t <8Pt <0,-9< 8 <0
8V =xi-x0<s <15

8% =xg —xf-15< 877 <0

The optimal value of t: 0.0
Verification result:
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10 CONVEX RELAXATION OF RELU

Xj

x ¥

ES!
%)
Xi

U

\!
-

I,—‘

(@) ux; < —ly; (b) uy;, > =y, (c) optimal

Fig. 13. The convex approximations for x; = ReLU (x;) where x; € [ly;, ux;] and (Ix; < 0) A (ux; > 0). The

11 DIFFPOLY TRANSFORMER FOR DIFFERENTIABLE ACTIVATIONS

(@) Ay >0 (b) Ayp <0 (© A <OAAL >0

Fig. 14. The optimal (in terms of area) convex approximations for § = g(x) — g(y) where 5=(x- y), 6,
8= are symbolic upper bound and lower bound of § respectively and where g is a differentiable activation
function.
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12 PSEUDOCODE FOR BACK-SUBSTITUTION ALGORITHM

Algorithm 2 Back-substitution Algorithm

1: procedure Back-sustrruTion(3%5<, 5452 2 € Ay;)
Xi Xi

2: Input: 5a’b 5“ b2 ,a € Ay
3: Output: Aa -b.xi Aa b X
4 A;zbbx, — —co; Aabx, —
5: while True do
6: tAy < Sc(5z;b’g, a) > the concrete bounds required for concrete substitution are in a
7: tA,, < 56(5“’.17’Z a) > the concrete bounds required for concrete substitution are in a
a,b,x; a,b,x; o aabx; . a,b.x;
8: Alb — maX(A A Aub — mln(Aub JtAL,)
9: if 5,‘;;,1’ and Sﬁib’— have only input variables then
10: break;
11: end if
12: 55;17’5 — Ss(5ﬁ;h’s, a) > the symbolic bounds required for symbolic substitution are in a
13: 5;;b’2 — SC((S;;b’Z, a) > the symbolic bounds required for symbolic substitution are in a
14: end while
15: end procedure

16: return Aa b Aa b, i

LEMMA 12.1. If(§;?;b’S < 5;?;.17) A (5,‘?;_1’ <6 b:2) then the concrete lower Aa bXi and concrete upper bound
AZ’If’xi obtained with Back-Substitution on symbolic bounds 8 b= and 5, b’— then Aa obxi o 5 b and 5 b<

A“PT holds,

Proor. For the proof refer to Theorem 4.9 of [69]. O
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13 SOUNDNESS OF RAVEN

In this section, we formally prove the soundness of RaVeN. We first show the soundness of the abstract
transformers of DiffPoly.

13.1 Soundness Proof of the DiffPoly ReLU transformer

THEOREM 4.4. (Soundness of DiffPoly Relu Transformer) For any abstract element a € Ay; Tr(y2i(a)) C
T}z
yaiv2 (I (a)).

Proor. Forany (x2,xb) e ¥2i(@) we denote ReLU (x]') = y¢ andReLU(xf’) = yll? where X = [xf,.. .,xf‘]T €
RE, xb = [x{’, .. .,xf’]T € RE. We use 5“’17 to denote the difference 5a’b = yl?‘ - yf’ For any element a € Ay;,

a = Tﬂ (a) where @’ = [ay,...,ai, a;,,] and a} =< C;ly+,}l, C/H1 > constructed as described in Section 4.2.
c;’;,}l and C!H1 given by
/i+1_ a,< b< ab< a> b> ab> 7i+1 aby by
Coym =<Y; Yy 0y, 75y =5y 0y, Ceon =< lays lp,y;» A s Ua,yi> Ub,y;» Aub l

We use symbolic bounds of yl ,yf z and yl ,yf 2 of yf, yl described in existing work [69, 92]. For the

correctness of symbolic bounds, yi , yl % and yl ,y7"Z we only the state the results and refer the readers to
[69, 92] for details.

V(X% X?) € y2i(@). (' = ReLU(x{)) A (4 = ReLU(x}))

= Vje[il. (x%€ [lax;tax,]) A (L € [y, upx,])

= Vielil (FF<xh) A <x82)A DS <) A d <xb®)

= S <y A @YD) AP <y Al <)) (17)
From Theorem 3.2 in [92] and Theorem 4.2 in [69]

= (yfe [la,y;» tia,y; 1) A (yf’ c [lb,y,—’ub,y,—]) From Lemma 4.3 (18)

V(X% XP) € y2i(a). (yf = ReLU(x%) A (y? = ReLU (x}))

. . b b,
= Vje il (xf € Uy uax, ) A (< € Doy D) A B € (877,005

= (5’”’ << 5ab) A (5ab < 5ab Z) A (5ab [A;ll;b’yi, AZ’bb’yi]) From Lemma 4.2 and 4.3  (19)
From 17, 18 and 19 we show that
V(X% X) € y2i(a). (4% = ReLU(x%) A (y? = ReLU (x))

= ([x%....x8 g8 [xb, L x2 D7) € yaua (@) (20)

Eq. 20 proves that T (y2i(a)) € yai2(T}(a))
13.2 Soundness Proof of the DiffPoly transformer for differentiable activations

We first state the lemmas required to prove the soundness of Tgt1 where g represents differentiable activation
functions such as Sigmoid and Tanh. Proofs of the lemmas 13.1, 13.2 are in Appendix 14.2.

LeEmmA 13.1. (Correctness of symbolic bounds in Table 4) If x? € [lgx;» tax; lb € [lpx;» Ubx,] and 5,‘217 =

I
bxi pabx; b,< ,b,>
((;cjiq—;f’) ; IEI ;lh xi Aa X1 and 5Zl.b = g(x7) —g(xf’) then 5;? < S;ib 6 b where 5Zib< and (Szib =
efined in Table 4.

LEmMA 13.2. (Correctness of concrete bounds computed by Tgﬂ) Ifxf € [lax; tax;], xl.b € [lpyx;» Upyx,;| and
b ,b.x; ,b.x; b
8% = (xf = xP) € [ATL AL,y = g(x), yP = g(xD), 857 = y& — P then oy, < YP < uay,
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ab,y;

b
substitution on S‘yl’ib’s and 5;’1_17’2 respectively.

< (5;’}7 < A“PYi yhere Aﬁb’yi and AZ’:’yi computed by applying back-

b
by <y < upy, andl b

The concrete transformer Ty : P(R?) — O(R?*2) for the assignments y? — g(x), yf’ — g(xf’ ) is defined
as Ty(X) = {([x%,...,x8, yg]T, [x0,... %2, yP1T) | ()_(a,xb) € X} where y? = g(x), y? = g(xb), X C R%
and X4 = [xf,...,xlf‘]T eRi xb = [xlb,...,xf’]T e R

THEOREM 13.3 (SOUNDNESS OF DIFFPOLY SIGMOID AND TANH TRANSFORMER). For any abstract element

a € Azi Ty(yai(a)) € )/21'+2(Tgﬁ (@)).

Proor. For any (x9,x%) e y2i(@) we denote g(x?) = y and g(xl.b) = yl.b where X% = [x{,.. .,xl‘.z]T e R},
xb = [x{’, el xﬁ’]T € R!. We use (SZ}b to denote the difference (SZ}b = y?—yf’. For any elementa = [ay,...,q;] €

_ = _ ’ ’ ri+l ~ritl 3 : ;
.?I?i, a=T (a) wherea’ = [a1,...,a;,a}, ] and a},; =< Cgym, Cig, > constructed as described in Section 4.3.
Clitl and C/itl given by
sym con
vi+l __ a< b< ¢ab< a> b> ¢ab> i+l _ a,b,y; ab,y;
Cym =<Y; ™, y; ’5yz Y Y ,Syi > Ceon =< la’yi’lb,yi’Alb s”a,yi’”b,yi’Aub >

We use symbolic bounds of yia’s, yi“’2 and yf’s, yf’z of y, yf’ described in existing work [69]. For the correct-

ness of symbolic bounds, y?’s, y?’z and yl.b’g, yf.”z we only the state the results and refer the readers to [69]
for details.

V(X% XP) € yai(@). (yf = g(xH) A (= g(xP))

= Vje[il. («%€ [laxpttax]) AL € [y, upy,])

. . a,< a a a,> b,< b b b,>
= Vj e [i]. (xj ij)/\(ijxj )/\(xj ij)/\(ijxj )
< > b,< b,>
= P <y NG <Y A@T <y A <y (21)
From Theorem 4.3 [69] (22)
= (¢ € llay, tay)) Ay} € by, upy,]) From Lemma 13.2 (23)

V(X% X%) € yai(@). (y¢ = g(xH)) A (1F = g(xD))

. . b abx; ,abx;
= Vi€ [il. (¢ € laxttax]) A () € [lpxpup, ) A (O] € A, M%)
,b, < b b b, > b ,b,yi ,b,yi
= (8% <850 A (8 < 8y7) A8 € [AL Y, AL YT]) From Lemma 13.1and 13.2 (24)

From 21, 23 and 24 we show that

V(X% X) € y2i(@). (yf = g(x®)) A () = g(x?))
= ([x% ..., x% 4217, [k, %2 yP1T) € yaina (@) (25)
Eq. 25 proves that (y2;(a)) C y2i+2 (Tgﬂ (a)). O

13.3 Soundness Proof of the DiffPoly Affine Transformer

First, we describe the concrete affine transformer T4 : g{)(RZi) — @(RZHZ). Let, W € Rf and vj41 € R
denote the weight vector and bias respectively then the concrete transformer is given below where x{, | =
RN -x and xib+1 =0+ W) ~x;’

Ta(X) = {([x% .., x% x4 1T, (%0, xb xb 1) | (x4 xP) € X}

We first state a couple of lemmas needed to prove the soundness of Tg. The proof of the lemmas 13.4 and 13.5
is in Appendix 14.3.
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LEMMA 13.4. (Correctness of symbolic bounds computed by the affine transformer) If Vj € [i]. x}l €

. . b . . ab abx; ,abx; a _ i  .a
[lax; tax; 1, Vi € [i]. xj € [lb,xj»ub,xj] andVj € [i]. éxj € [Alb A landxf =ov+ Zj:1 wj - x4,
b _ i b ab _ a _ b a,< a a> _b< b b,>
Xipg = 0+ X wj-xj, and O = (xfiy = xjyp) then xiy < xS x7, %07 < xS x0T and
a,b,< a,b a,b,> a< _a> _b< _b> c¢ab< a,b,> .
Osrr” S Orpy < Oy wherex;; T, X7, X115 X;.75 Oxhy - and x>~ defined in Eq. 8.

LEMMA 13.5. (Correctness of concrete bounds computed by the affine transformer) IfVj € [i]. x}l € [lax;s tax;],
a,b,x;
b

b a b
x7yq) thenlox,,, < x%y < Uaxiys b, < X7

ab.x; a _ i a b _
i ] and x| = 0+Zj:1wj X Xy =

< Upx,,, and A;ll’)b’xi*]

Vj € [il. xb € [l upy] and Vj € [i]. 687 € [A

a a—
i+1

IA

v+ 29:1 wj -x%, and sab — (x

Jj Xit+1
5a,b < Aa,b,xm

Xi+1 — “ub

THEOREM 13.6. (Soundness of DiffPoly Affine Transformer) For all abstract element a € Az; Ta(y2i(a)) C
Yais2 (Tﬁ (@)).

Proor. For any (x9,x%) e y2i(a) we denote x{\ | = v+ Z}:l wj -qu, xle =0+ Z;‘=1 wj -xj.’ where W € R!

is the weight vector, v € R is the bias vector and 53;?1 = (fo - yll.’ﬂ). For any element a € Ajy;, a’ = Tﬁ (a)
where @’ = [ay,...,a5,a}, ] and a],; =< C;’yt}l C!H1 > constructed as described in Section 4.4. C;’J,}, and
C!Hl given by
si+l _ _ _a,< _b< cab< _a> _b> cab> oo a,bxiy a,b,xi
Csym S< XX 5xi+1 »Xir1 o Xiv1o 5xi+1 > Ceon =< la,xiﬂ’ lb:xm’ AIl; s Uaxisy Ubxiyr Aub >

i

i
V(X% X?) € y3i(a). (xf =0+ Zw]- 'x}l) A (xfﬂrl =0+ Z wj ‘x?)

j=1 Jj=1
= Vie[il. (¢ € [axtax,]) A (7 € [y tpx,])
= (%% <xq ) A GG <xB) A DT <xb ) A (b, <xPZ) FromLemma 134 (26)
= (x4, € Uiy baxm ) A (Cy € Ubxyss Up s, ]) From Lemma 13.5 (27)

i i
V(X% X?) € y2i(a). (xf =0 +Zw]- -x}l) A (xib+1 =0 +ZWJ‘ -x}’)
j= j=

, . b ,b,x ,b,x
= Vjelil. (%€ [laxy tax,) A L € [y upa,]) A (S22 € (A7, AL

,b,< b b ,b,> b ,b.x; .b.x;
= (807 S8R ) N(Se] <6007 A (85, € [A, x“,Azb ¥i+11) From Lemma 13.4 and 13.5 (28)

Xi+1 Xi+1 Xi+1 b

From 26, 27 and 28 we show that

i i
V(X4 XP) € yai(@). (x4, =0+ Z wj - x9) A (b =0+ Z wj - xb) (29)
j=1 j=1
= ([x%.. x4 x 1T [xb,xb xb )1T) € yan(@) (30)
Eq. 30 shows that Ty (y2i(@)) € yais2(Th (@) O

13.4 Soundness Proof of Product DNN analysis

THEOREM 4.5. (Soundness of Product DNN analysis) V(Xi, ..., X) € R™%k &((Xq, .. L Xp) = (NK((x,
P).
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Proor. P = XX | P; implies (V1,...,Y;) € P & AKX (Y; € P;) where Vi € [k].(Y; € R™).

VX1, X €RM.D((X1,. ., X)) = AR 9l (X)) = A (N(X) e P))
= [N(XD)...NX)]T eP = NK((X1,....X;) €P

13.5 Soundness of RaVeN LP Formulation

THEOREM 4.6. (Soundness of Linear constraints) ®; C L? andVi € [1].VXy,... X € R™.
O(X1,....X) = (NU(X1),...,Ni(Xp)) € L; where N : R™ — R™ is the composition of first i layers of
the network N, N: = Ny o --- o N;.

Proor. The input specification ® is defined as a set of linear constraints over the input variables and

exactly encoded as a set of linear constraints. Hence, L? is same as ®;, L? =d;. Vie[l] L1 is defined from

. . ,b,lx ,b,lx
the constraints in Eq 9. We show that all concrete bounds I;’l, ua.’l, A;lb e AZ b i

i and all symbolic bounds

x}l’l’g, x?’l’z, 5;1,b,l,g’ 5%%Z shown in 9. From Lemma 4.3,13.2 and,13.5 all concrete bounds satisfy Eq 9. From
Lemma, 13.1, 4.2, and, 13.4 all symbolic bounds satisfy Eq 9. ]

13.6 Correctness of encoding of ¥
The output specification ¥ : Ruxk {True, False} isdefinedas ¥(Y1,...,Y,) = A, (\/;'l:1 Vi j(Y1,..., Yk)),

Vi j(Y1,...,Y) = (Zk cro vy > 0) and Cj j» € R™. We show that the following objective computes the

=14 i
minimum number of clauses that remain satisfied for all (Y3,..., Y%).
m k n
min zi s.t xi,j=l//i,j(Y1,...,Yk)= Zcirji/yi' >0z = in,j >0 (31)
= =1 j=1
Forany (Yi,...,Y;) foralli € [m]andj € [n] (x;j =1) & (Zf’:l CiT’j,i/Yi’ > 0).Then (Z?zl Xij 2 O) —
\/;.’:l ¥ij(Y1,...,Y). Hence, (zi = 1) &= \/;.1=l Yij(Y1,...,Y). So X, z; is the number of clauses satis-
fied for any (Y1, ..., Yx) and the optimal solution of the optimization problem gives the minimum number of
clauses that remain satisfied for all (Y3,. .., Y).

13.7 Runtime Analysis of RaVeN

First, we describe the runtime analysis of DiffPoly. Let the original DNN have n neurons. Symbolic bound
f’ > at worst take O(n) time. Overall, the worst-case complexity
for symbolic bound computation for all variable pairs is O(n?). The back-substitution algorithm used for
computing concrete bounds in the worst case explores O(n) symbolic bounds before terminating. Obtaining
the concrete bounds by substituting concrete values for all variables in each symbolic bound takes O(n) time.

The worst-case runtime for obtaining concrete bounds for each variable pair is O(n?) and the asymptotic

computations for each variable pair < x{, x

runtime of a single DiffPoly analysis is O(n®). Since we consider (’2‘) pairs of executions the total cost of
DiffPoly analysis is O(k? - n?). For product DNN analysis we use an existing DNN abstract interpreter for
each of k copies of the original network N. We assume analyzing each copy of N takes C time. So analyzing
the product DNN takes k - Cy time. For the MILP formulation, we add in the worst-case O(k) of constraints
per variable and the product DNN contains O(k - n) variables. Then the total size of the MILP in terms of the
number of linear constraints is O(k? - n). Since we formulate the MILP using the constraints obtained from
the DiffPoly analysis, in the worst case, MILP formulation takes O(k? - n®). Suppose it takes C 54 worst case
time to optimize the MILP, then worst case time complexity of RaVeN is O(k? - n%) + k - Cny + C (. Note, C pq
depends on the MILP encoding of ¥ which is the only source of integer variables in RaVeN’s formulation.
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14 PROOFS OF LEMMAS
14.1 Proof of lemmas for DiffPoly ReLU transformer
LEMMA 14.1. (Case a in Fig. 4) Ifé =x-y where x,y € R, 5 e [Ap, Ayp] and Ay, = 0 then § =
ReLU(x) — ReLU(y) then (0 < 8) and (§ < 6) .
PROOF. Aj, > 0 = 520 = x> y. Now we consider all 3 possible cases below.
Casel (x>0)A(y>0) = ReLU(x) —ReLU(y) = (x—y) = (6=6) = (§>0)
Case2 (x=20)A(y<0) = ReLU(x)—ReLlU(y)=x = (6 < (x—y) =c§) A(5=0)
Case3 (x <0)A(y<0) = ReLU(x) —ReLU(y) =0 = (§=0 <)

LEMMA 14.2. (Case b in Fig. 4) IfS = x —y where x,y € R, 5 e [Aps Ayp] and Ay, < 0 then § =
ReLU(x) — ReLU(y) then (6 < 8) and (6 < 0).

PROOF. Ay <0 = 5<0 = x< y. Now we consider all 3 possible cases below.
Casel (x>0)A(y>0) = ReLU(x) —ReLU(y) = (x —y) = (§=06) = (6 <0)
Case2 (x<0)A(y>0) = ReLU(x) —ReLU(y)=-y = (6> (x—y) =8) A (6§ <0)
Case3 (x <0)A(y<0) = ReLU(x) —ReLU(y) =0 = (5=02>6)

[m]

LEMMA 14.3. (Case c in Fig. 4) If<§ =x —y wherex,y € R, Se [Ap, Ayp] and (A < 0) A (Ayp > 0) then

_ ; §.8.,08 § . 8..,06 § — _Dw S _ A
§ = ReLU(x) —AReLAU(y) satisfies (/llb -5+ylb <HA(S < Aub -5+yub) where Aub = Aub_Alb’Alb =R, A
S A XAup

_ -9 =
Fub =Hib = Rp=as

ProOF. Lemma 14.1 and lemma 14.2 implies max (0, (§) > §. Next, we show Agb S+ 'u:jb > max(0, 3)

Ap XAyp 5

(A0, >0) = (VS [ApByp). (A, -8+l = =2 440, = 0)
Ayp = App

8 V6 € [Ay, A P OV SO B 23,

Moy =1<0) = (Y8 € [App Apl). (Agy, -S4 pigy, =8 2 22— 4410, = 0)

(Vd € (A, Aup))- (Aib S+ /’lgb > max(0, )

§CTA A ¢ Ay X Ayp
(A, >0) = (V6 € [Ap.Aypl). (A -6+ ph, < —2=—22 4+ 40 =0)
Ayp — Ay
A, . ~ ApxA
(A5 ~1<0) = (V8 e [ApAy)). (A5, -8+u5 -6 < Alb A“" + 5, = 0)
ub — 2lb

(V8 € [App, Aypl). (25, -6+ if, > min(0,8)

For the cases defined in Table 1, we compute the symbolic bounds y?’s and y?’z.

a,i

= (P =ytT =0 (= Pt =yt

i <
;= x?) (xi’l) A (Ugyx; 2 —lax;) = (yf" = xf)

i > i > Ug,x; Ug,x; X lax;
(EDA (g, < ~lax;) = (Y= =0) (L) = (Y~ = ——— xf - ————)
Ugx; — la,xi Ugx; — la,x,—

(32)
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LEMMA 14.4. (Correctness of symbolic bounds in Eq. 32) If x? € [lax;, Uax;] then y = ReLU(x{) then

a,<

Yy~ <yl < qu,z where y?’s and y?’z defined in Eq. 32.

ProoF. Refer to proof of Theorem 4.2 of [69]. o

LemMA 4.2. (Correctness of symbolic bounds in Table 2 and 3) If x? € [lax;, Uax;], xf € [lpx;» Upx;] and

b Lbxi A abxi b b, < b ,b,> ,b,<
8% = (xf—xP) € [A}™, A®¥1] and 5 = ReLU (x) —ReLU (x?) then 83 < 8y < 837> where 85~
and S‘yl’ib’z defined in Table 2 and 3.

Proor. We show in all 12 cases shown in Table 2 and Table 3 5Z;b’s < 52’1.17 5“ b2 olds.

o Case 1: x4 A xbi = (ReLU(x{ = 0) A (ReLU(xg’ =0)) = 5;’1_[7 =0

e Case 2: x*' A xljl = (ReLU(x{) = x) A (ReLU(xl.b) = xf’) = 5;;’7 =x% - x 5;lb,

o Case 3: x¥ AxBl = (ReLU(x%) = x%) A (ReLU(x?) = 0) = 620 =x2.

o Case 4: x%I A xb’ = (ReLU(x{) =0) A (ReLU(xb) = xb) = 5a’ib = —xf’.

e Case 5: x /\xb” = (ReLU(xb) =0) = 5y, =yl = yl’— 5a’b < y:l’z

e Case 6: x%! /\xbl = (ReLlU(x{) =0) = Szib = —y = -y bz 5'”’ < ylb’S

e Case 7: x+ /\xi” = (ReLU(xb) :xb) = 6“’ =yf —xb = yi’— —xib < 5;}’ < y?’z —xl.b.
e Case 8: x%' A xf' = (ReLU(x{) = x“) = 591 =x{ - yl = x{ - yf’z < 5‘;’1.17 <xf - yl’.)’s.
e Case 9: x /\xfl = 6;}’ =yl-y = = - yl.’* < 5;;’ <ytz —yf”g.

e Case 10: 5+ = 0< 5‘;1.1’ < 5,‘?1_17 from Lemma 14.1.

e Case11: 6 = 5a’b 5a’b < 0 from Lemma 14.2.

e Case 12: 6y = )La 5“17 +,ulb 52}1’ < Agbéﬁzb +,u1‘jb from Lemma 14.3.

LeEmmA 4.3. (Correctness of concrete bounds computed by the ReLU transformer) If x{ € [lgx;s ax;]s xf’ €
[lpx; upx,] and (Sz;b = (xf - x!’) €[4, a’b’xi Aa’b’xi], y$ = ReLU(x]), yib = ReLU(xb) 5“’17 =y - yﬁ’ then

aby, < 5ab < Aabyl ab,y; andAaby‘

loy, <y < ugy,lpy, < y < Upy, andA where Ay, computed by

applying back-substitution on (Szib and 5;;”— respectively.

Proor. The concrete bounds lg,y;, Ip,y;, Ua,y; Up,y; are obtained from the analysis of product DNN with
existing DNN abstract interpreter. The existing DNN abstract interpreter ensures the concrete lower and upper
bounds always satisfy the following - lo,y, < yf < ua,y;, lp y;, < y < up,y;- Now, the concrete bounds A @b,y
and AZ’:’yi are obtained with back-substitution starting with symbolic bounds 5“ b= and 5;? = respectrvely.
From Lemma 4.2 we show that (65 < 6%°) A (88 < 5%7%) holds. Since, (5%, £ < 5%P) A (887 < 5302)

using Lemma 12.1 we show that A% < 5%P and §%% < A® by ]
b Yi Yi ub

14.2 Proof of lemmas for DiffPoly Sigmoid and Tanh transformer

For the rest of this section, we assume the function g : R — R is differentiable everywhere. We use Iy and uy
to denote minimum and maximum value of g’ (derivative of g) for the range [I, u] where | = min(lgx;, lp x,)
and u = max(ugx;, Up x,)- Here, ly = n}rln | g'(x) and uy = max g’(x)

xe|l,u

ellu]

LEMMA 14.5. If§ = x—y wherex,y € R, 6 € [Ay, Ay, x € [Lul,y € [Lu] and Ay, > 0 then§ = g(x)—g(y)
then (lg/ -0 <6)and (6 < ug - d) .

Proc. ACM Program. Lang., Vol. 8, No. PLDI, Article 147. Publication date: June 2024.



147:42 Debangshu Banerjee, Changming Xu, and Gagandeep Singh

Proor. Since g is differentiable everywhere by using the Mean Value Theorem

9x) —9(¥) = f’(c) wherec € [Lu]
x—y
ly < %:z(y) < ug (33)
NowAp >0 = 6§20 = (x—y) > 0.
(x-y) 20 = (ly - (x—y) < (9(x) —g(y)) using Eq. 33
(x—y) 20 = ((9(x) —9(y) <uy - (x—y)) using Eq. 33
m]

LEMMA 14.6. Ifé = x—y wherex,y € R,5 € [Ap, Ayp),x € [Lul,y € [Lu] andAyy < 0thend = g(x)—g(y)
then (ug/ -0 <68)and (6 < lg/ -9).

Proor. NowAub <0 = 5<0 = (x—y)<o.

(x—y) <0 = (uy - (x-y) < (g(x) —g(y)) using Eq. 33
(x-y) <0 = ((9(x) —g(y) < ly - (x—y)) usingEq. 33

LEMMA 14.7. IfS =x—y wherex,y € R, Se [Agp, Ayp] and (A, < 0) and (A, > 0) then 8 = g(x) — g(y)

. S . A S S . & S5 S _ ug/XAub—lg/XAlb S5 _ lgIXAub—ugIXAlb
satisfies ()\.lb 5+ylb < ) and (6 < Aub §+yub) where )'ub = - > A, = -
_ S _ 5 _ (ugr—lg/)XAleAub
Fup = Hip = Aup—Anp

Proor. Lemma 14.5 and lemma 14.6 implies max(ly - 5 ug 5) > 4. Next, we show /Il‘jb S+ ,ul‘jb >

max(ly - 5, ug - 3)

o (ug =) XAy . (ug —ly) XAy XA
(/lgb—lg/)ﬁ:(gA g)A ublaz(g Ag) Yub X Alp
Ayp — App Ayp — App
s : s (ug’_lg’)XAubXAlb S
= (Aub—lg/)-5+yub2 A A +i,, =0
ub — App
= Aib"s ++ﬂ2b219"5 (39)

(g —ly) X Ay (g = lyr) X Ay X Agg

(A8, —ug) - &=~ 5> A -
“ Aup = Ay Aup = Ay
. Uy — L) X Ay X A
:>(/15 _u/)_5+#52(9 Ag) Aub lb+5:0
ub 9 ub A A ub
ub = Dip
= Aﬁb'5++ﬂgb2"g"5 (35)

Combining results from Eq. 34 and Eq. 35 we show that Agb S+ “gb > max(ly - 5 Ug - <§) > 4.
Lemma 14.5 and lemma 14.6 implies § > min(ly - 5 Ug - 3)
Next, we show min(ly - 5 ugr - 5) > /lfb S+ '”;Sb'
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T (ug —lg) x Ay 8>(ug’_lg’)XAubXAlb
( ! b) = = n =
Aup = Ay Ayp — Agp
A (ugl - lg/) X A b X Alb
= (g =20, -5-pp, = 2 = —Hpy =0
Ayp — Dy
= ly-b5> ’1151; b+ +”15b (36)

(ug —lg) X Ay (ug —ly) X Ay x Ay,

(ug =28,) - 5= T~ 8> I
! Aup = Ay Aup = Ay
s :s (ug —lg) X Ayp X Ay 5 _
= (ug = Ayp) 8-y 2 A _A ~Hp =0
ub — Blb
= uy - 5> A;Sb S+ +[.116b (37)
Combining results from Eq. 36 and Eq. 37 we show that /Il b+ 'ulb min(ly - -6, ug 5) < 6. O
14.3 Proof of soundness for DiffPoly Affine transformer
LEMMA 14.8. Fory < v+ X w; - x; and Vi € [n]. (x < xi) A (x < x7 >) theny < o+ 3 1w xlZ +

zhw xl. wherev, wy, ... wyn € R and w; = min(w;,0) and w} = max(w,, 0).

_ _ _ < . . _
PROOF. W <0 = w; -x; S w; -x7 andw] 20 = w]-x; < w;r-xiz. Since (Vi € [n]).(w] - x;i +
wi - x; = w; - x;) then

LEMMA 14.9. Fory<—v+2?:1wi-xiand\7’i€[](x <x,)/\(xl<x)theny>v+2_1w x5+

p w; - xl.Z where v, w1,... wp € R and w; = min(w;, 0) and Wi = max(wj, 0).

PROOF. w; <0 = w; - x; > W] -xl.Z andw} 20 = wf-x; 2 wl.+~xf. Since (Vi € [n]).(w] - x; +
wi - x; = wi - x;) then

> <
+Z xl-v+2w x,+w x,>v+Zw CX; Zw;r~xl.—
i=1 i=1

k:

O

a

LEMMA 13.4. (Correctness of symbolic bounds computed by the affine transformer) IfVj € [i]. x¢ €

J
. R b . . a,h abx; ,abx; _ ;
[la,xjsua,xj]:vl e [i]. xj € [lbxj ubxj] andVj € [i]. & [Alb / A J] andxl“H =u+ Z;'zl wj 'x}l,
b _ i . ab _ a,> _b< b b,>
Xipg = 0F Z =1 Wj " and §x,+1 G l) then x+1 S Xy S XD X S Xy S Xy and
a,b,< a,b a,b,> a,> _b,< a,b,< a,b,>
Oxrr < Oy, < Oy~ where x1+1 S X T X X l+1 s 5x1+1 and 6y.:= defined in Eq. 8.

ProoF. We use the results of Lemma 14.8 and Lemma 14.8 to show the correctness of the symbolic bounds.

,> b b b,>

(xfq S xBT) A (xpy < xl+l Z) A (80 < 85%) From lemma 14.8
a,b a,b,<

(xf = l+1) A (xl+1 1+1 YA (8% 2 6x,27) From lemma 14.9
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LEMMA 13.5. (Correctness of concrete bounds computed by the affine transformer) IfVj € [i]. x}’ €

a _ i L 4a
andxi+1—v+2j:1wj x{,

b _ i b ab _ a _ b a b
Xy =0+ Mg wjoxj,and 8 = (xfy — X)) then oy, < xiy S g, lhxgy S Xy S Upxg, and

. . . . b abx; ,abx;
Uayys tan; ), Vi € [ %% € [l upy,] and ¥j € [i]. 887 € [A A0 ]

a,bxin a,b a,b,xiy
Alb "< Gy SAub o

Proor. The concrete bounds lg x;,,, Ip x;,,» Ya,xis1» Ub x,,, are obtained from the analysis of product DNN
with existing DNN abstract interpreter. The existing DNN abstract interpreter ensures the concrete lower

and upper bounds always satisfy the following - lox;,; < x| < Uaxiy> oy, < xib+1 < Upx,,,- Now, the

concrete bounds A;ll;b’x”l and AZ’:’X’“ are obtained with back-substitution starting with symbolic bounds

5ﬁff and 6,‘;;’?;2 respectively. From Lemma 13.4 we show that (5ﬁff < 5,?;5’1) A (5,“(;51 < 5;?;1112) holds. Since,
< Aa:bsxiﬂ O
<A,

(5,‘?;5? < 5,‘?;51) A (5;?;}:1 < 535:12) using Lemma 12.1 we show that Alal;b’xi+1 < 5,‘?;.?1 and 5;;1:1

14.4 Specific MILP encoding UAP, hamming distance and targeted UAP
UAP MILP objective encoding

k

min zi s.t.
(Y1, Vi) =

xij=vij(Y1,..., %) = (CiT’jY,' > O) Jj € [n7] and C; j from Eq. 12

ny
zi = in,jzn, i€ (k]
J=1

Hamming distance MILP objective encoding

k
max k- Z zj s.t.
(Y1, Yk) Py

Xij=vij(Y,....Y) = (CiT’jYi > O) Jj € [ng] and C; j from Eq. 12

ny
zZi = in,jan i€[k]
J=1

Targeted UAP MILP objective encoding

k
min zi st

(M, Yk) =

xij=vij(Y1,..., %) = (Ciji > 0) Jj € [n] and C; j from Eq. 13

nj

zi = in,jZO i € [k]

j=

14.5 Generalization of DiffPoly

In this section, we discuss how DiffPoly can be generalized for computing bounds on any general linear
combination specified by of the layerwise outputs of any k DNN executions. This will enable us to handle
relational properties where the cross-execution input constraint bounds a general linear combination of inputs
used in different executions rather than bounding pairwise input differences. However, to the best of our
knowledge, for most of the common DNN relational properties, the cross-execution input constraints are
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limited to bounding differences. For k executions, the general form of cross-execution input constraint is as
follows where X3, ..., X € R™ are inputs to k executions and ay, - - - , ax € R are constant real numbers and
L € R™ and U are constant vectors:

k
LSZa,--XiSU (38)
i=1

1 k

We consider k copies of the same variable < Xj,...,X; >one from from each of k executions and use 5;‘ to

denote linear combination of all x{ where j € [k] ie. 6F = Z’;zl aj - x{ . Now, similar to DiffPoly, we discuss

1 k 1 k
Do XY > < Xy, Xy >

and compute symbolic and concrete bounds on &7 = 21;21 aj - x{ for each variable in N where a;js are fixed
reals. The symbolic bounds follow the same format as de
Affine assignments: We consider the following k affine assignments.

how we handle affine and activation assignments involving the variables < x

n n

1 o1 2 42
xn+1%Zwl-xi+b xn+1%2wl-xi+b
i=1 i=1
n n
k-1 k-1 k Lk
an%Zwl-xi +b xn+1%2wl-xi+b
i=1 i=1
eox vk o X _\'n LLsX vk . X : :
Thenif 6, = ijl aj-x, ,thendy | =2, wi-8 +b- 2, a;. Given, &, is already a linear function of

(5}‘ where j € n, the symbolic bounds &7, can directly computed as shown below

n k
X, < _ eX, > X
5n+1 _5n+1 _Zwi '51' +b.zai
i=1 i=1

The concrete bounds of &%, in this case are obtained by back substitution.
Non-linear activation assignments: We consider the following k assignments involving a non-linear
activation o : R — R like ReLU, Sigmoid, Tanh, etc.

Yp < 0(xp) Yn < o(xp)

k-1 k*l)

yh ! — ok yk — a(xk)

Let, I = min;e (g Il and u = max;e (k] ul, where for all i € [k] I}, < x} < ul. Next, we use the linear

overapproximation of popular activation functions including ReLU, Sigmoid and Tanh used in DeepZ [68]
utilizing the bounds [, u. Given, [ and u DeepZ computes linear bounds specified by A4, p such that y > 0for
all x € [/, u] following inequalities holds:

Ao x—p<o(x)<Adsg-x+p

Now we will compute the symbolic bounds for 57 = Zé‘:l a; -y, For all x € [, u] and real number a € R
following inequality holds

a-As-x—lal-p<a-ox)<a-Ag-x+|al-u
Given for all i € [k] I < x, < u, then

ai-/lg-xi—|ai|-y§ai-a(xi")Sai-Ag-x+|ai|-,u Vi € [k]
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Symbolic bounds of & are as follows:

k k k
(Zama-x;—w)-u)sZai-cr(x?)s D0 Ao x+lail g

i=1 i=1 i=1

k k
AUSXn—p'Z lai] < 8Y < Ag5xn+y~z lai|
i=1 i=1

The concrete bounds of 6*

741 in this case are obtained by back substitution.
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15 ADDITIONAL EXPERIMENTS

15.1 Targeted UAP Verification

In this section, we show results for the targeted UAP verification problem. We see that RaVeN outperforms
both baselines significantly. Figure 15 shows RaVeN and baseline approaches performance on each class with
a standardly trained ConvSmall network on CIFAR10 with € = 4/255. For example, when targeting the 8th
label we see that RaVeN achieves an average worst-case accuracy of 70% compared to 33% achieved by the
two baselines.

Average Worst-Case Targeted Accuracy (%)

70 mmm Individual === /O Formulation === RaVeN

60

v

0

0 1 2 3 4 5 6 7 8 9

Target Label

a
S

w
S

N
S

-
1)

Fig. 15. Average Worst case targeted UAP accuracy over all classes for ConvSmall on CIFAR10 with € = 4/255

15.2 Ablation on using different Individual Verifiers

In this section, we show results using DeepPoly [69] instead of DeepZ [68]. Similarly to when using DeepZ
we see that RaVeN obtains better performance when compared the the baselines for all networks and es.

Average Worst Case Accuracy (%) Average Worst Case Accuracy (%) Average Worst Case Accuracy (%) Average Worst Case Accuracy (%)

20— Individual 0
~=— 1/0 Formulation
o RaveN

20~ Individual 20— Indvidual
=~ 1/0 Formulation —=— 1/0 Formulation
+ RaveN o+ RaveN

010 ox1 014 015 010 o1 018 020 016 018 022 024

020
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3 016
Epsilon

2 3
Epsilon

on 0
Epsilon

(a) IBP-Small (MNIST)  (b) ConvSmall (MNIST) (c) IBP (MNIST) (d) ConvBig (MNIST)

Fig. 16. RaVeN results with DeepPoly as the baseline verifier.

15.3 RaVeN Layerwise Formulation Runtimes

In Table 7, we show the runtime comparision of RaVeN Layerwise (LW) formulation and RaVeN with difference
constraints on networks shown in Figure 11. We note that the primary increase in computation time we
observe comes from running DiffPoly. For networks which incur additional cost in MILP time with difference
constraints (RaVeN MILP Time vs Layerwise MILP Time) we believe that the increase in performance justifies
this cost. For example, for hamming distance verification, RaVeN Layerwise does not improve over the two
baseline approaches. Only by adding the difference constraints do we see a performance jump over the
baselines.
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Table 7. Runtime Comparison of RaVeN Layerwise formulation and RaVeN with difference constraints

DATASET MODEL ‘ IND. VERL.  I/O Form. RAVEN RAVENLW RaAVEN MILP TiMme LW MILP TimME
MNIST IBP-SMALL 0.04 0.12 1.98 1.01 1.06 0.96
MNIST CoNVSMALL 0.30 0.38 7.40 4.98 4.06 4.66
CIFAR10 IBP-SmALL 0.29 0.47 8.39 3.94 5.03 3.63
MNIST HAMMING (SIGMOID) 0.03 0.13 1.41 0.46 1.34 0.45
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